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At a glance

Challenge

e High requirements for secure
software
e Complex, historically grown system

landscape

¢ Increasingly dynamic threat
landscape

Benefits

e Continuous testing of new
releases

e Broader coverage beyond
traditional tests

e External perspective

e Early detection before customer
impact

“We’re happy to pay bounties.
Every vulnerability we find
reduces risk for our customers.”

Stefan Schwizer

Information Security Management Lead

Industry: Software / ERP
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Customer use case

Abacus: How bug bounty enables
continuous security

About Abacus

Abacus is a Swiss, owner-managed software company based
in Eastern Switzerland. For over 40 years, the company has
been developing ERP software for finance, HR,
administration, sales, and supply chain. Today, Abacus is the
largest independent provider of business software in
Switzerland.

Challenge

With more than 250 developers, new code is created every
day and must be continuously secured. Abacus relies on
automated testing, manual quality assurance, and static
code analysis to ensure software quality. Traditional
pentests remain an important component, but they do not
cover all relevant attack surfaces. At the same time, the
threat landscape is becoming increasingly dynamic.

Abacus complements its existing security measures with a
bug bounty program. This enables continuous testing by
external security researchers and helps identify
vulnerabilities in areas that are difficult to reach through
traditional testing methods.

Benefits

Continuous testing

New releases are continuously tested, allowing risks to be
identified early.

Broader coverage

Bug bounty uncovers additional attack surfaces and real-
world scenarios that are often not covered by traditional
tests.

External perspective

Security researchers bring an independent, human
perspective and provide a valuable second opinion,
especially in a time of Al-generated findings.

Early detection

Vulnerabilities are identified before they impact customers
and can be addressed at an early stage.

Service: Bug bounty program
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