At a glance
CHALLENGES

e Ensuring high security standards across
all products

e Threema promises secure
communication and protection of user
privacy around the clock

e Complex software landscape with code
for multiple platforms in different
programming languages

e Attractive target due to widespread
adoption

BENEFITS

e Freeing up resources for core
activities

e Expertise in triage and validation
processes

e Visibility and scalability of the bug
bounty program

e Fixing bugs before they can cause
damage
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“With GObugfree, we found a strong
partner who operates our bug bounty
program more professionally and
efficiently than we could internally.
This allows us to focus fully on
product development.”

Danilo Bargen
CTO, Threema GmbH

Industry: Secure communication solutions
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From in-house to managed bug
bounty success

About Threema

Threema GmbH is the developer of the well-known
messaging apps Threema Private, Threema Work and
Threema OnPrem, which are used by more than twelve
million users and over 8,000 companies for secure
communication. The company, based in Pfaffikon SZ,
employs around 60 people and consistently focuses its
products on data protection and data minimization. To
ensure the integrity and security of its platform, Threema
conducts regular security audits and penetration tests.

Challenge

As one of the pioneering companies in Switzerland,
Threema ran its bug bounty program independently for
many years. However, handling security reports and
managing the bounty payment process became challenging
and resource-intensive. Threema therefore decided to
transfer this process to GObugfree, which offers a
professionally managed bug bounty program.

Benefits

Focus on core activities

By transferring the bug bounty program to experts,
Threema can focus on other core areas, while GObugfree
ensures fast and effective handling of security reports.

Access to experts

By drawing on GObugfree's specialized expertise, reported
vulnerabilities are efficiently assessed and addressed,
allowing Threema to minimize the risk of overlooked security
vulnerabilities.

Reach & Scalability

By leveraging GObugfree's active hacker community,
Threema increases the visibility of its bug bounty program.
This enables greater reach and scalability.

Faster bug remediation

GObugfree ensures fast and effective handling of security
reports, enabling Threema to resolve identified issues more
quickly.

Service: Public managed bug bounty programm




