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THINK SAP IS SECURE? ASK PENTESTERS!

Introduction — Business Perspective

SAP: Systems Applications and Products in Data Processing

« Different acronyms exist: Suffer After Purchase, Send Another Payment, Slow And Painful

SAP SE: World's Leading ERP Provider!

« 98/100 Forbes 100 companies chose SAP as their ERP Provider
* 84% of global commerce generated by SAP Customers

e ~80% of SAP's customers are SMEs

1SAP SE. SAP: The World's Largest Provider of Enterprise Application Software.
URL: https://www.sap.com/greece/documents/2017/04/4666ecdd-b67c-0010-82c7-eda71af511fa.html
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Introduction — Some SAP Lingo

§ ' - - —
SAP RFC Gateway RFC (Remote Function Call)

Communication component that A communication protocol that
Mmanages & controls RFC connections e enables one SAP system or external
between SAP systems or between 5 application to call and execute
SAP and external systems, enabling functions in another SAP system
system-to-system communication. remotely

SAP SYSTEM SAP Netweaver AS SAP Landscape

A complete, functional SAP
software consisting of an
application server, database, and
operating system that performs
specific business processes.

The overall architecture of
multiple interconnected SAP
systems (e.g., Development,
Quality, Production) used for

software lifecycle management.

The application server platform
that provides the runtime
environment for SAP
applications (ABAP, Java or
Dual-Stack)
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Introduction — Technical Perspective
e o5 Presentation Layer IS R oo
' SAPGUI, SAP Web Apps Netweaver AS Netweaver AS Netweaver AS
— XY Production < B Xuality Assurance | [« ElXY Development
@ Operating System Operating System Operating System
PN
Application Layer
& SAP Netweaver AS ABAP
SAP Netweaver AS Java
g Database g Database @ Database

@ I Import
mpo
Database Layer \

HANA, Oracle, MsSQL, 11-; nsport
Sybase, MaxDB Directory

[

Export

Software-oriented 3-tier Architecture 3-System Landscape
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Introduction — Technical Perspective

" SAPCloud
i Platform 3

A realistic Landscape Example'

- 1
) 1 »
l =
J SAP PIPO System

] ! TFabian Hagg. “Lateral Movement in SAP Landscapes — An Approach for Penetration
- : Testers”. MAthesis. Hochschule Offenburg, Aug. 2019
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Difficulties in SAP Security

Criticality

The critical nature of SAP systems often limits
security actions, as administrators must avoid
disrupting essential business processes. As a
result, known vulnerabilities may remain
unpatched to preserve functionality.

Customization

Most SAP systems include custom in-house or
third-party developments, which can introduce
security gaps even if the core system is properly

configured. Initial security assessments often
reveal numerous vulnerabilities in these custom

applications.

Closed Nature

SAP’s closed-source nature and fragmented
documentation make security analysis difficult.
As a result, many well-known software flaws
remain undiscovered, despite recent
improvements with trial and developer systems.

Complexity

SAP systems’ complexity from parameterization
and granular authorizations to diverse services
and evolving landscapes makes security a
massive challenge.
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Difficulties in SAP Security — Common Myths

Are they?
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But this is
ONLY a
DEV system
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Difficulties in SAP Security - Common Myths
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Difficulties in SAP Security — Common Myths

SAP is so complex that is unknown to hackers
Hackers are motivated by the profit!

Cybercriminal Forum Mentions of SAP Exploits or Vulnerabilities Ransomware Attacks on SAP Applications

400% Growth Rate

RW SAP Attacks

»
=
T
e
°©
=
7}
e ]
=
=
=

Cybercriminal Forum Mentions of SAP Cloud & Web Services

1Ché4tter: Threat Actors Attacking SAP for Profit | Yvan Genuer. Exposing the dark corners of SAP: 4-Years of Threat Intelligence data analyzed.
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Difficulties in SAP Security — Common Myths

1.

Elephant Beelle's target of choice

This grovp uses standard procedurs cyberatiack technigues, especially by focusing on existing software with wel-
knewn—but Beely unpatched—ouinerabfities.

The group's prefered targets are Jlova-based web servers, typically Webiphere and Weblogic. They exploit web
servers using known wulnerakilities to infilfrate crganizations. The compromised servers are then used by the threat
actors for persistent access vectors to the network, and os pivet points for credential harvesting activities and
lateral movernent fo addificnal asseds in the nefwark.

In the incidents Sygnia responded to, the group was observed leveraging default credentials for avthenticating
ek lethods ["WIIS"] ond Glogis web mancgement inferfoce. For example, the group leveroged the
default possword "manoge” of the privieged slp-'sl'em user ‘sysadmin’ of WIS servers. In additicn, the threat group
exploited four vulnerabiliies [three of them are recorded and published as CVEs) to gain access to the netwerk:

Primefaces Application Expression Language Injection {CVE-2017-1000484)

Primetek Pimefaces 3.x is vunerable fo a weak encryption flaw resuiting in remete code execufion.?

2. WebSphere Application Server 30AP Deserialization Exploit (CVE-2015-7450)
Senalzed-ocbject inferfaces in cerfain 1B analyfics, business applications, cognitive, IT infrastructure, and
mobile and social products alow remote affackers fo execute arbifrory commands via a crafted senalized
Java ohiject, reloted to the InvekerTransformer class in fhe Apoche Commans Collections library.?

3. 3AP NetWeaver Invoker 3erviet Exploit (CVE-2010-5326)
The Invoker Serviet on SAP Nef\Weaver Application Server Java plafforms, possibly before 7.3, does not require
authenfizafion., which alows remaote affockers fo execute arbifrary code vig an HITP or HTTPS request, as
exploited in the wild in 2013 fhrough 2014, aka a Detow oftack.?

4. SAP NetWeawver ConfigServiet Remote Code Execufion (EDB-ID-24743)

A remote command execution vulnerability has been reported in JAP Net\Weaver. The vulnerability is due fo
insufficient validafion in SAP Configlerviet handing of incoming GET reguests. By sending o speciolhy-craffed
GET reguest, an affocker could explait this vulnerability to inject and execute arbifrary commands on the
system.®

Ch4tter: Threat Actors Attacking SAP for Profit

SAP Is so complex that is
unknown to hackers

SAP used as entry point to the
Internal network. Resulting in around
30 million $ loss (2022)
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Common in SAP Security
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Difficulties in SAP Security - Result

Amel'ica’s cyber DEfe"se Agency Search

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCT!

Topics ¥ Spotlight Resources & Tools ¥ News & Events ¥ {

Home [ Mewsé&FEvents [/ CybersecurityAdvisories [ Alert /[ CISA Adds One Known Ef

ALERT

CISA Adds One Known Ex|
Catalog

Release Date: April 29, 2025

+
*

America’s Cyber Defense Agency earch

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics ¥ Spotlight Resources & Tools v News & Events v Careers v About v

Home [ Mews&Events [ Cybersecurity Advisories [ Alert [ CISAAdds Three Known Exploited Vulnerabilities to Catalog

ALERT

CISA Adds Three Known Exploited Vulnerabilities
to Catalog

Release Date: March 19, 2025

CISA has added one new vulnerability to its Known Exploited Vulnerabilitj

exploitation.

B CVE-2025-31324 [ SAP NetWeaver Unrestricted File Upload Vulnerabi

&>
*

CISA has added three new vulnerabilities to its Known Exploited Vulnerabilities Catalog, based on evidence of active

exploitation.

B CVE-2025-1316 O Edimax IC-7100 IP Camera 0S Command Injection Vulnerability

B CVE-2017-12637 f SAP NetWeaver Directory Traversal Vulnerability

sHare: @) X in
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Difficulties in SAP Security - Result

Study warns of rising hacker threats to
SAP, Oracle business software

By Eric Auch

v | Internet Scanned for SAP Systems Affected by RECON

ool Yulnersd

thousandsn| Someone has bee
software, twf activity started ju

@1 By Edug

SAP systems increasingly targeted by cyber

attackers

News

Dec 13, 2024 - 4mins

Vulnerability Management, Ransomware, Patch/Configuration Management

=== SAP NetWeaver flaw exploited by

in X ¥ ®

Long viewed as an o
into enterprise syste)

2024. May 14, 2025

ransomware groups BianLian, RansomEXX

«* Share

A review of four years of threat intelligence dat
senior security researcher at Onapsis, reports a
resource planning (ERP) systems from SAP in 2
Diverse groups including cybercrime groups (Fl
FIN7, and Cobalt Spider), cyber espionage crew
targeting SAP-related vulnerabilities.

China-Linked APTs Exploit SAP CVE-2025-31324 to Breach 581 Critical Systems

Worldwide

B2 May 13,2025 & Ravie Lakshmanan

Vulnerability / Threat Intelligence
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Difficulties in SAP Security - Result

B ViewJSON | B User Guide

CVE-2025-31324 (eususteo

Collapse all

Required CVE Record Information

Published: 2025-04-24 Updated: 2025-04-24

Title: Missing Authorization Check In SAP NetWeaver (Visual Composer Development Server)

Description

SAP NetWeaver Visual Composer Metadata Uploader is not protected with a proper authorization, allowing unauthenticated agent to upload
potentially malicious executable binaries that could severely harm the host system. This could significantly affect the confidentiality, integrity, and
availability of the targeted system.

CWE 1 Total

Learn more

« CWE-434: CWE-434: Unrestricted Upload of File with Dangerous Type

CVSS 17otal

Learn more

Version

Vector String

CVSS:3.1/AV:N/ACL/IPRN/ULN/S:C/IC:HIHIAH

CRITICAL SAP FLAW EXPLOITED TO LAUNCH
AUTO-COLOR MALWARE ATTACK ON U.s.
COMPANY

& Pierluigi Paganini

2025-04-25 - 2025-
04-27 // Possible
Scanning
Connections

utc

Incoming connections
from various IPs

Services

potentially scanning for

CVE-2025-31324

bin’ service

@® July 30, 2025

2025-04-27 at 01:47:43

// Tunnelling to Bin

DNS request for a ‘request

2025-04-27 at 12:28:25 -
15:48:52 // Possible C2

47.97.82[ 1177
|

&

Regular connections to

2025-04-28 at

04:09:47 UTC // MDR

action

File download was
raised to Darktrace

2025-04-27 at
03:38:33 UTC //
Tunnelling to Bin
Services

SOC and Autonomous
Response actions were  DNS request for a

manually extended

—— -

‘request bin' service

|
l
!
|

&

2025-04-27 at 01:47:43 UTC

/1 First File Download

2025-04-27 at 12:11:40
UTC // Shell Script
Download

+*

|

i
2025-04-28 at
03:09:07 UTC // Auto-
Color Download

First i i i
91.193.19[.]109 exploiting CVE-
2025-31324 to download a ZIP file

P d file

D of an ELF file

'helpev.jsp;' was used to
download a shell script
‘config.sh'

from 146.70.41(]178

T

2025-04-28 at 03:09:47 -
09:30:35 UTC // Attempted C2
activity

Repeated connections attempts to

146.70.41[.]178, these were all
blocked by Darktrace

Hackers exploited a SAP NetWeaver bug to deploy
upgraded Auto-Color Linux malware in an attack on
U.S. chemicals firm.

Cybersecurity firm Darktrace reported that threat actors exploited a SAP NetWeaver flaw, tracked as CVE-2025-31324, to
deploy Auto-Color Linux malware in a U.S. chemicals firm attack.
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SAP in Attacker’s Point-of-View

 More interest in SAP systems

« High demand and high prices
= Confidence in high ROI

<« (&) 23 crowdfense.com/exploit-acquisition-program/

PLM and EPR

« SAP (RCE): 250k USD

« Siemens Teamcenter (RCE): 250k USD

« Oracle ERP (RCE): 200k USD

« Oracle Agile PML (RCE): 200k USD

« SPTC Windchill PLM (RCE): 200k USD

* MentorGraphics HyperLynx SI PLM (RCE): 100k USD
» Enovia PLM (RCE): 50k USD

“1 crowdfense HOME BOUNTIES SUBMIT FAQ  SERVICES BLOG  ABOUTUS X in

-]

SSD Secure Disclosure

Found a vulnerability in SAP NetWeaver?
Submit your findings today at <
get the BIG payouts you deserve

Netweaver
exploits

are now in high-demand!

w ssd-disclosure.com
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SAP in Attacker’s Point-of-View — Weaponizing the Al

there is a cvss9.9 command injection here. can you find it?

The provided ABAP code for the function /sloae/deploy contains a critical vulnerability that aligns with
the characteristics of a command injection flaw, specifically an ABAP code injection vulnerability, as
described in CVE-2025-42957 (CVSS score: 9.9) affecting SAP S/4HANA. This vulnerability allows an
attacker with user privileges to inject arbitrary ABAP code via RFC-exposed function modules,
bypassing authorization checks and potentially leading to full system compromise. Below, | analyze the

code to identify the specific point of vulnerability and explain how it could be exploited.

Analysis of the Code for CVE-2025-42957

Based on the search results, CVE-2025-42957 is a critical ABAP code injection vulnerability in SAP
S/AHANA, where an attacker with low-privileged access can exploit a flaw in an RFC-exposed function
module to inject arbitrary ABAP code. The provided code for /sloae/deploy is an RFC-enabled
function module that handles deployment tasks, including inserting reports into the SAP system, which

makes it a candidate for this vulnerability.

Key Vulnerable Section

abap % Collapse = Wrap & Copy

%e°
How the Vulnerability Could Be Exploited
An attacker with low-privileged SAP credentials and S_RFC authorization could:
1. Call the /sloae/deploy function via RFC.
2. Provide a malicious [ lfltable containing a crafted | N «ith harmful ABAP
code, such as:
abap % Collapse = Wrap (O Copy
DATA: lv_command TYPE string.
lv_command = 'm - %'.
CALL 'SYSTEM' ID 'COMMAND' FIELD lv_command.
or
abap » Collapse = Wrap (O Copy
DELETE FROM usr@2 WHERE bname = '%'.
3. The malicious code would be inserted as a report and could be executed, leading to full system
compromise, as described in the CVE. csoonline.com
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Pentester Point-of-View
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Pentester’'s Point-of-View — Negative Aspects

« Steep learning curve

» Closed ecosystem &
poor documentation

« High costs
» Fragility

* Niche market &
smaller community

) ¢« t."’* r/bugbounty * 6mo ago
&Y highfly123

Attacking SAP applications
Discussion

Any point in looking for access control issues in applications using SAP for their user management. Couldn't really get
my head around how exactly it works, and what parts of the app use custom implementations and which are SAP's
own implementations.

So if you have any resources on attacking apps using SAP or any common misconfigurations, please do share them,
thanks

{} 7 {} D 3 Q &> Share
Add your reply

Sort by: Best v Q Search Comments

% Dill_Thickle - 6mo ago

SAP is fUllllridiculous, everything has like 10 layers of abstraction.
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Pentester’'s Point-of-View — It can be interesting and Impactful

« High visibility « High business impact
« Lots of critical findings! « Challenging and technically diverse
Severityx Number-of-vulnerabilitiesn
Criticalx
Highx
Mediumx
Lownxn

Informationalx

Totalx
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Pentester’s Point-of-View — Attack Surface

External Surface Internal Surface

Ny N gy S
e A

Network

AP Router °I*

SAP Web
Dispatcher

Ak SAPg Ak
Netweaver AS o Netweaver AS o e Netweaver AS
Production Quality Assurance Development

Operating System T Operating System T Operating System

A

-] - -
~"HANA Database ~=HANA Database ~=HANA Database
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Pentester’'s Point-of-View — What different tools do we use?

SAP GUI

pysap
powersap

Nmap (with SAP probes)
Wireshark (+ dissection plug-in)

Burp Suite

pysap - Python library for crafting SAP's network
protocols packets

Version 0.1.20.dev0 (XXX 2023)

I Python 3 port project

Overview

SAP Netweaver and SAP HANA are technology platforms for building and integrating SAP business applications.
Communication between components uses different network protocols and some services and tools make use of

custom file formats as well. While some of them are standard and well-known protocols, others are proprietaries and
public information is generally not available.

pysap is an open source Python 2 library that provides modules for crafting and sending packets using SAP's NI,
Diag , Enqueue, Router, MS, SNC, IG5, RFC and HDB protocols. In addition, support for creating and parsing
different proprietary file formats is included. The modules are built on top of Scapy and are based on information
acquired at researching the different protocols, file formats and services.
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% e°
Pentester’s Point-of-View — How Does a Port Scan Look Like?
PORT STATE SERVICE VERSION 41000/tcp open tcpwrapped
135/tcp open msrpc Microsoft Windows RPC 41001/tcp open tcpwrapped
139/tcp open netbios-ssn Microsoft Windows netbios-ssn 41002/tcp open tcpwrapped
443/tcp open ssl/http SAP WebDispatcher 41080/tcp open http SAP Internet Graphics Server httpd
445/tcp  open microsoft-ds? 44300/tcp open ssl/http SAP WebDispatcher
1128/tcp open http SAP Host Agent (SID: SAP; instance: 99) 44310/tcp open ssl/http SAP WebDispatcher
3201/tcp open cpq-tasksmart? 44311/tcp open ssl/http SAP WebDispatcher
3211/tcp open avsecuremgmt? 44401 /tcp open ssl/http SAP Message Server httpd release 753
3299/tcp open saprouter? 44411/tcp open ssl/http SAP Message Server httpd release 753
3300/tcp open ceph? 50113/tcp open soap gSOAP 2.8
3301/tcp open tarantool? 50114/tcp open ssl/soap gSOAP 2.8

3311/tcp open mcns-tel-ret?

3389/tcp open ms-wbt-server Microsoft Terminal Services
3601/tcp open visinet-gui?

3901/tcp open nimsh?

3911/tcp open prnstatus?

4800/tcp open iims?

5120/tcp open barracuda-bbs?

5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
6001/tcp open X11:1?

8081/tcp open http Jetty

8111/tcp open http SAP Message Server httpd release 753

40000/tcp open tcpwrapped
40001/tcp open tcpwrapped
40002/tcp open tcpwrapped
40080/tcp open http SAP Internet Graphics Server httpd
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Pentester’s Point-of-View — SAP ACLs

[ Operating system command Edit Goto Environment System Help

1%
v KEIT OO THE DDNNNT 0%
Execute OS Command (Logged in SYSLOG and Trace Files)
1] Reset list g Change current directory
ate 07.02.2025 Time 14:29:33 -
Execute history command number with next command
Ilse Execute last command from history with trailing ..
$ (name) replaced by logical OS commands and profile parameters
[l]cat /uzr/sap-SYS/global/ms_acl_lnfo
# This file controls which hosts can connect to the message server
# Syntax:
# HOST=[* | ip_adr | host_name | Subnet_mask | Domain J ko ==l
#
# Examples for valid entries are:
# HOST=* (all hosts are allowed)
# HOST=hostl,host2 (hostl and host2 can log on)
-
[ ]
<> < >
= > I 8.

¥ ACLEditor Edit Goto Utilities System Help

o KH 00O
Gateway ACL Files of AS Instance|j | NG

Reginfo File  Prxyinfo File

Y 0%

6|7 B BL AV 23|&% | Log Analysis || |[7]
#VERSION=2

#

P USER=* USER-HOST=local HOST=local TP=*

P USER=* USER-HOST=local HOST=internal TP=*

P n

P TP=* USER=* USER-HOST=local HOST=local
P TP=* USER=* USER-HOST=internal HOST=internal

N
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Pentester’s Point-of-View — SAP ACLs

« Port 33xx and 39xx accessible to the pentesters

« Wildcard RFC Gateway and Message Server ACLs

« Result?
 SAP Gateway to Heaven (2019)!
e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 9.8

This is already game over,
but what else is there?

1Dimitry Chastuhin, Mathieu Geli. SAP Gatway to Heaven. https://github.com/chipik/SAP_GW_RCE_exploit
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Pentester's Point-of-View — Development to Quality Assurance

[ Connection Edit Goto Extras Utilites System Help

- Aax
V) FKE OO0 ] O%
RFC Destination [ RGN
Remote Logon Connection Test Unicode Test Fast Serialization Test &3
Re< Dstination —
Connection Type 3 ABAP Connection Description
Description
Description 1 |
Description 2
Description 3

Administration Technical Settings [REERRAREINY Unicode Special Options

SAPGUI Logon Screen Display Hide in Case of Logon Error
Logon Procedure
Language EN
Cient =
User -ADMIN Current User
PW Status saved
Trust Relationship
[Status of Secure Protocol
i SNC ®) Inactive Active
Authorization for Destination

Callback Positive List

ive List Actv
SR AEEED
[#k Called Function Module Callback Function Module

An RFC Connection
from DEV to Quality
Assurance system
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Pentester’'s Point-of-View — Quality Assurance to Production with Credential Reuse

[ User System Help

SAP

New password « Password hashes (x-issha,

Client m Information 1024) of Quality Assurance
0 system cracked for 3 users
User B | s/4nanaor

with a dictionary attack
Password ** Production SYSTEM **

* One useralso had an
Logon Language . .
account in production
- - system with the same
NeWPaSSWOFd : ****************************************J password

L= =
Repeat Password khkhkhkkhkhkhkhkhkkhkhkhkhhkhhkhkhhkhkhkhbhkhkhbhhbhhhbhhhhhhhhhkh

[/] Passwords are case-sensitive

/o
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Pentester's Point-of-View — More persistence?

* Secure Storage in File System (SSFS): Serves as a Vault for SAP Secrets

 |n default installation:

— Decryption Key is Stored in an Encrypted Format in the SAP Kernel
SAP Kernel

— Key Decryption Key is Stored in the

bl Decomy

i) BEEAL TER

B

RINEEANIERR

_2ZL21find best posix clockvE6clocks

29 oral A =+ X {in TS OFFC I find_best_posix_clock() ::clocks &
(0503144 00 ” 00k L 22 lecal 4= M{long %) {in F5 OFECET 4 0x2E); 007b63a0 01 00 00 undezine... 7
= el o I . B 00 00 00 8
00505142 00 2 0L 43| 1iVarl = mememp(rsec_null block, param 1, 0x18); 0 00 g 5
1050514 00 ” it Wl =0) T e B (long ) ((Long)17oc5 = (slong} a7 & <5 5 45
- . 32 i
25 param_l = lCCEl_J-:: - 207bE3d0 72 73 65 TS 33 rsectd__t_decryproC (modufle_name2, 0x18, param_1) ;
- . : 63 73 T4 ELN I
coded default key YREF[4): 26|  puVard = (undefinedd *)coded default_key: P 3
- - . 007b63d0 72 undefinedl7h 0] 36
& puiard = param 1; 3
. . e 007b63d1 73 undefinedl73h 11 38
28 for {l'iil’: =0 1Va 007b63d2 €5 undefined] 65h 21 39
. . o 007b63d3 €3 undefinedl&n 131 o
29 *{undemeEH l)]:l]'rq.:l = *1.u, 4 007b63d4 73 undefinedl73n (4] 41 ward - 1) {
007b63d5 74 undefinedl 74h 51 42 *{undefined *)puVaré = *{undefined *)r
; k] nuVard = puVard + (ulong)bVar? * -2 + 1; 007b63d6 EX undefined] 6Fh 161 a3 (ulong *) {(long)puvars + (uleng] Y-zt
l 10305150 32 b4 8f undefine... . puv puv {ulong} BV ; e eo mdediaed: 5 @ 4? fereng ) (Lomgien s @ (a2 e
23 3 al kil puVard = (ulong *) ({long}puVars + {ulong)bVar? + -8 + &); 007bE3a8 £3 undefinedlFen 12] MR
007bE3d8 71 undefinedl7lh (91 %))
2 007b63da 75 undefined175h [10] 47| else {
a 3101 .. E i } 007b63db 25 undefined125h 1] 48 loca ‘param 17
: : =7 Oxl8 . 007b&3dc b6 undefinedlBéh 1121 = if § 2 < 0x10) {
00505150 32 mdefinzdlizn [1] I kE} rsectd _t decryptol (rodule named, Oxl8, param 1); pohesae e undermede o - a1+ 15
h 007bE3de la undefinedl12h [14] 51 = &local 787
3-1 } 007bE3dE 84 undefinedl&4h [1s] 52 (ulong) {int) (param 2 - 2)7 I= 0; uvard = uvar3 - 1) {
5 007bE3e0 £0 undefinedlFoh 1161 =53 *fundefined *)puVarf = *{undefined *)p
007be3el 34 undefinedl34n [17] = ] 54 = (uleng *) ({long)puVarS + (ulong)bVar? * -2 + 1);
3 1ocal = 007b63e2 3d undefined13Dh 18] 58 (undefineds *) ({longjpuVars + fuleng)biVar? * -2 + 1);
- R 007b3e3 =7 undefinedlE7h [19] 56 3
. 37| local 68 =0° 007b63ed 19 undefined11sh 120] il
(0505151 RS undefinedlBh [l] = : SR ' 007b63e5 dl undefinedlDlh [21] 58
ol B 007b&3e6 3e undefinedl 3Eh [22] H B2
10505152 & undefined]ifh 2l )AL (paran 2 < ) { ou7meser b T e @ 7azs = o
5] 61 if (param 2 < 0l3) [




THINK SAP IS SECURE? ASK PENTESTERS!

Pentester's Point of View — More persistence?

* Secure Storage in File System (SSFS): Serves as a Vault for SAP Secrets

* In most installations, decryption is done in 3 steps. Does it look familiar?

J02c2cal

002c2che
002c2ch9
002c2chc

Od2c2cal
002c2cad

002cdcad

002c2chi

002cich3

O02ciche

002c2chh

002cicel

002ciccd

002c2ced
002c2cet
002c2cd3

43

04
aa
75
43

kd
ff ff
£l
da

03

45 c3

g
=}

cd 63

CALL

MOV
MOV
MOV

MOV
CALL

MOV

MOV

MOV

MOV

CALL

MOV

XOR

JNZ
ADD
BOF

raecdbvl_ decode_bleck vl

ECX,R14D
RDX, EEX

ESI,0x8

RDI,R12
raecebvl_ encode bleck vl

REDI,qword ptr [REF + local S0]
ECX,R14D

RLX,RBX

ESI,0x8

raecdbvl_ decode_block_vl
REY,qword ptr [REEF + local_40]

FR¥,gword ptr F3:[0x28]

LAB 002cicee
RSP, 0x63

BX

Im

s - =T T T 1

= CONCAT11{local
(byte) ({1
CONCAT1Z {1
{byte) {{local 7% & OxFEEEEEEEEE000000) >> 0x28);

8._11 * *param 5 & 0xf0, {undefined)local 88);

CONCAT14({kyte) (1o 58 »» 0x20) ~ param 5[2] & Oxf,
CONCATLI( 31 ~ param 5[2] & 0xf0, (undefined3)local €8)):
local 28 = CONCRTL7((byte) (L 8% »» (x38) ~ param 5[3] & Oxfo,

CONCAT16({local 35. & 1 ~ *param 5 & Oxf,

{uinte) {local 22 & 0xfff

raecdbvl decode block vl(slocal 65,8,param 3,param 4):
raecebvl_ encode block vl{elocal 7%,8,param 3,param 4);
rgecdbvl decode block wl{slocal 28,8,param 3,param 4);
if (local 40 !'= *{long *)({in_F5_OFFSET + 0x28)} {
/* WABNING: Subroutine does not return */
_ atack chk_fail(}:
1




THINK SAP IS SECURE? ASK PENTESTERS!

Pentester Point of View — More persistence?

« Decrypting the SSFS can provide valuable information

: python3 SAP_Quick_C .py --server "10.0.10.1" --instance
"@" --clients "100" --bruteforce --scan_wvulns --ssfs "/home/onur/Desktop/SSFS_NLP.DAT" --wordlis
t wordlist.txt

System ID(SID): NPL
Hostname:vhcalnpl

SAP Release Version:752

SAP Kernel Release Version:752
0S Type:Linux

-------- +
| USER | PASSWORD CLIENT |
L B

| SAP* | PASS

| TESTUSER | Password123
e e

[+] DDB_CONNECT/SYB/SADB_PASSWORD:Appllance
[+1 DSYSTEM PKI/PIN:2Gwd4xKWhdo65Y8ratL7




THINK SAP IS SECURE? ASK PENTESTERS!

Key Take Aways — Pentester Point-of-View

% SAP Pentesting is challenging but can be fun!

% Still widely unknown => A lot new to discover

% Need to be extremely careful, before running anything!




THINK SAP IS SECURE? ASK PENTESTERS!

Key Take Aways — Defender Point-of-View

« We find a lot of security issues related to the infrastructure too
« The SAP Security is much more than SAP roles and authorization

Vulnerability Numbers By Categories

30
25
20
15
10
5
0
Segregation of Deficienciesin Standard Users Cryptographic Network  RFC Trust Issues Lack of Security
Duties Patch with Known Issues Segmentation  and Stored Policies
Management Vulnerabilities and Filtering  Credentials

W SAP Issues M Infrastructure Issues
1Onur Veyisoglu. Black-Box Evaluation of SAP System Security. 2022

SAP TOP 10 Vulnerabilities

1. Components with Known Vulnerabilities
2. Standard Users with Known Passwords
3. Loosely Configured Access Control Lists
4. Lack of Encryption and Integrity Control
5. Vulnerabilities in Custom ABAP Code

6. Infrastructure Vulnerabilities

7. RFC Pivoting and Hopping

8. Lack of Network-Level Access Control

9. Missing RFC Callback Whitelist

10. Insecure Hashing Algorithms




THINK SAP IS SECURE? ASK PENTESTERS!

Key Take Aways — Defender Point-of-View

% SAP systems are highly targeted

% Vulnerabilities are being exploited quite fast, even within
a day of publish

R/

% SAP Security Patch Days are more critical than ever

% SAP is not secure by default; there is considerable
potential for configuration errors and security gaps.

% SAP Security is much more than SAP authorizations. USP
recommends getting your systems pentested regularly ©




7/ 0%’
00 .
. e
P UNITED SECURITY PROVIDERS
v *Q,?“
of Protection and Excellence

EEEEEEEEEEEEEEEEE

THANK CVBERSECURITY
PARTNER
YOU!




	Slide 1
	Slide 2: BAPI_USER_GET_DETAIL
	Slide 3: Think SAP is Secure? Ask Pentesters!
	Slide 4: Think SAP is Secure? Ask Pentesters!
	Slide 5: Think SAP is Secure? Ask Pentesters!
	Slide 6: Think SAP is Secure? Ask Pentesters!
	Slide 7: Think SAP is Secure? Ask Pentesters!
	Slide 8
	Slide 9: Think SAP is Secure? Ask Pentesters!
	Slide 10
	Slide 11: Think SAP is Secure? Ask Pentesters!
	Slide 12: Think SAP is Secure? Ask Pentesters!
	Slide 13
	Slide 14: Think SAP is Secure? Ask Pentesters!
	Slide 15: Think SAP is Secure? Ask Pentesters!
	Slide 16: Think SAP is Secure? Ask Pentesters!
	Slide 17: Think SAP is Secure? Ask Pentesters!
	Slide 18: Think SAP is Secure? Ask Pentesters!
	Slide 19
	Slide 20: Think SAP is Secure? Ask Pentesters!
	Slide 21: Think SAP is Secure? Ask Pentesters!
	Slide 22: Think SAP is Secure? Ask Pentesters!
	Slide 23: Think SAP is Secure? Ask Pentesters!
	Slide 24: Think SAP is Secure? Ask Pentesters!
	Slide 25: Think SAP is Secure? Ask Pentesters!
	Slide 26: Think SAP is Secure? Ask Pentesters!
	Slide 27: Think SAP is Secure? Ask Pentesters!
	Slide 28: Think SAP is Secure? Ask Pentesters!
	Slide 29: Think SAP is Secure? Ask Pentesters!
	Slide 30: Think SAP is Secure? Ask Pentesters!
	Slide 31: Think SAP is Secure? Ask Pentesters!
	Slide 32: Think SAP is Secure? Ask Pentesters!
	Slide 33: Think SAP is Secure? Ask Pentesters!
	Slide 34: Think SAP is Secure? Ask Pentesters!
	Slide 35: Thank  you!

