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THINK SAP IS SECURE? ASK PENTESTERS!
Introduction – Business Perspective

SAP: Systems Applications and Products in Data Processing

• Different acronyms exist: Suffer After Purchase, Send Another Payment, Slow And Painful

SAP SE: World’s Leading ERP Provider1

• 98/100 Forbes 100 companies chose SAP as their ERP Provider

• 84% of global commerce generated by SAP Customers

• ~80% of SAP’s customers are SMEs

1 SAP SE. SAP: The World’s Largest Provider of Enterprise Application Software. 

URL: https://www.sap.com/greece/documents/2017/04/4666ecdd-b67c-0010-82c7-eda71af511fa.html
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SAP Netweaver AS

The application server platform 
that provides the runtime 

environment for SAP 
applications (ABAP, Java or 

Dual-Stack)

[

SAP RFC Gateway

[

SAP SYSTEM

RFC (Remote Function Call)

A communication protocol that 
enables one SAP system or external 

application to call and execute 
functions in another SAP system 

remotely

[

SAP Landscape

Communication component that 
manages & controls RFC connections 

between SAP systems or between 
SAP and external systems, enabling 
system-to-system communication.

A complete, functional SAP 
software consisting of an 

application server, database, and 
operating system that performs 

specific business processes.

The overall architecture of 
multiple interconnected SAP 
systems (e.g., Development, 
Quality, Production) used for 

software lifecycle management.

THINK SAP IS SECURE? ASK PENTESTERS!
Introduction – Some SAP Lingo



Introduction – Technical Perspective

3-System LandscapeSoftware-oriented 3-tier Architecture

THINK SAP IS SECURE? ASK PENTESTERS!



THINK SAP IS SECURE? ASK PENTESTERS!
Introduction – Technical Perspective

1 Fabian Hagg. “Lateral Movement in SAP Landscapes – An Approach for Penetration 

Testers”. MA thesis. Hochschule Offenburg, Aug. 2019

A realistic Landscape Example 1 



THINK SAP IS SECURE? ASK PENTESTERS!
Difficulties in SAP Security 

[[

[[

Criticality 

The critical nature of SAP systems often limits 
security actions, as administrators must avoid 
disrupting essential business processes. As a 

result, known vulnerabilities may remain 
unpatched to preserve functionality.

Customization 

Most SAP systems include custom in-house or 
third-party developments, which can introduce 
security gaps even if the core system is properly 

configured. Initial security assessments often 
reveal numerous vulnerabilities in these custom 

applications.

Closed Nature

SAP’s closed-source nature and fragmented 
documentation make security analysis difficult. 

As a result, many well-known software flaws 
remain undiscovered, despite recent 

improvements with trial and developer systems.

Complexity 

SAP systems’ complexity from parameterization 
and granular authorizations to diverse services 

and evolving landscapes makes security a 
massive challenge.
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THINK SAP IS SECURE? ASK PENTESTERS!
Difficulties in SAP Security – Common Myths 

Are they?
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THINK SAP IS SECURE? ASK PENTESTERS!
Difficulties in SAP Security – Common Myths 

SAP is so complex that is unknown to hackers

Hackers are motivated by the profit 1

1 Ch4tter: Threat Actors Attacking SAP for Profit | Yvan Genuer. Exposing the dark corners of SAP: 4-Years of Threat Intelligence data analyzed. 



THINK SAP IS SECURE? ASK PENTESTERS!
Difficulties in SAP Security – Common Myths 

Ch4tter: Threat Actors Attacking SAP for Profit

SAP is so complex that is 
unknown to hackers

SAP used as entry point to the 
internal network. Resulting in around 
30 million $ loss (2022)



THINK SAP IS SECURE? ASK PENTESTERS!
Common in SAP Security
 

We have a strong 
SoD concept, 
we are secure!
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Difficulties in SAP Security - Result
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Difficulties in SAP Security - Result
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Difficulties in SAP Security - Result



THINK SAP IS SECURE? ASK PENTESTERS!
SAP in Attacker’s Point-of-View

• More interest in SAP systems

• High demand and high prices 
= Confidence in high ROI



THINK SAP IS SECURE? ASK PENTESTERS!
SAP in Attacker’s Point-of-View – Weaponizing the AI



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester Point-of-View



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – Negative Aspects

• Steep learning curve

• Closed ecosystem & 
poor documentation

• High costs

• Fragility

• Niche market & 
smaller community



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – It can be interesting and Impactful

• High business impact

• Challenging and technically diverse

• High visibility

• Lots of critical findings!



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – Attack Surface

External Surface Internal Surface



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – What different tools do we use?

• SAP GUI

• pysap

• powersap

• Nmap (with SAP probes)

• Wireshark (+ dissection plug-in)  

• Burp Suite



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – How Does a Port Scan Look Like?

PORT      STATE SERVICE        VERSION
135/tcp open  msrpc Microsoft Windows RPC
139/tcp open  netbios-ssn Microsoft Windows netbios-ssn
443/tcp open  ssl/http       SAP WebDispatcher
445/tcp open  microsoft-ds?
1128/tcp open  http           SAP Host Agent (SID: SAP; instance: 99)
3201/tcp open  cpq-tasksmart?
3211/tcp open  avsecuremgmt?
3299/tcp open  saprouter?
3300/tcp open  ceph?
3301/tcp open  tarantool?
3311/tcp open  mcns-tel-ret?
3389/tcp open  ms-wbt-server  Microsoft Terminal Services
3601/tcp open  visinet-gui?
3901/tcp open  nimsh?
3911/tcp open  prnstatus?
4800/tcp open  iims?
5120/tcp open  barracuda-bbs?
5985/tcp  open  http           Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
6001/tcp open  X11:1?
8081/tcp open  http           Jetty
8111/tcp open  http           SAP Message Server httpd release 753
40000/tcp open  tcpwrapped
40001/tcp open  tcpwrapped
40002/tcp open  tcpwrapped
40080/tcp open  http           SAP Internet Graphics Server httpd

41000/tcp open  tcpwrapped
41001/tcp open  tcpwrapped
41002/tcp open  tcpwrapped
41080/tcp open  http           SAP Internet Graphics Server httpd
44300/tcp open  ssl/http       SAP WebDispatcher
44310/tcp open  ssl/http       SAP WebDispatcher
44311/tcp open  ssl/http       SAP WebDispatcher
44401/tcp open  ssl/http       SAP Message Server httpd release 753
44411/tcp open  ssl/http       SAP Message Server httpd release 753
50113/tcp open  soap           gSOAP 2.8
50114/tcp open  ssl/soap       gSOAP 2.8



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – SAP ACLs



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – SAP ACLs

• Port 33xx and 39xx accessible to the pentesters

• Wildcard RFC Gateway and Message Server ACLs

• Result?
• SAP Gateway to Heaven (2019) 1 

• CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 9.8

1 Dimitry Chastuhin, Mathieu Geli. SAP Gatway to Heaven. https://github.com/chipik/SAP_GW_RCE_exploit 

This is already game over, 

but what else is there?



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – Development to Quality Assurance

An RFC Connection 
from DEV to Quality 
Assurance system



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – Quality Assurance to Production with Credential Reuse

• Password hashes (x-issha, 
1024) of Quality Assurance 
system cracked for 3 users 
with a dictionary attack

• One user also had an 
account in production 
system with the same 
password



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point-of-View – More persistence?

• Secure Storage in File System (SSFS): Serves as a Vault for SAP Secrets

• In default installation:
− Decryption Key is Stored in an Encrypted Format in the SAP Kernel
− Key Decryption Key is Stored in the SAP Kernel



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester’s Point of View – More persistence?

• Secure Storage in File System (SSFS): Serves as a Vault for SAP Secrets

• In most installations, decryption is done in 3 steps. Does it look familiar?



THINK SAP IS SECURE? ASK PENTESTERS!
Pentester Point of View – More persistence?

• Decrypting the SSFS can provide valuable information



THINK SAP IS SECURE? ASK PENTESTERS!
Key Take Aways – Pentester Point-of-View

❖ SAP Pentesting is challenging but can be fun!

❖ Still widely unknown => A lot new to discover

❖ Need to be extremely careful, before running anything!



THINK SAP IS SECURE? ASK PENTESTERS!
Key Take Aways – Defender Point-of-View

• We find a lot of security issues related to the infrastructure too

• The SAP Security is much more than SAP roles and authorization

1 Onur Veyisoglu. Black-Box Evaluation of SAP System Security. 2022 



THINK SAP IS SECURE? ASK PENTESTERS!
Key Take Aways – Defender Point-of-View

❖ SAP systems are highly targeted

❖ Vulnerabilities are being exploited quite fast, even within 

a day of publish

❖ SAP Security Patch Days are more critical than ever

❖ SAP is not secure by default; there is considerable 

potential for configuration errors and security gaps.

❖ SAP Security is much more than SAP authorizations. USP 

recommends getting your systems pentested regularly ☺
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