
The Hacker’sMindset: 
Why They Attack You and 
Not the Fortified Castle
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Disclaimer
• All techniques provided are intended exclusively for 

educational purposes. All techniques shown here should only 
be used in a closed laboratory environment or with the 
consent of a second party. If you use any of these techniques 
for illegal purposes, Swisscom cannot be held responsible for 
possible legal consequences.

• Any actions or activities related to Swisscom's material are 
solely your responsibility. If you misuse this information for 
illegal activities, criminal charges may be brought against you.

• The content learned can potentially be harmful and dangerous 
if misused. NEVER attempt any of the techniques you have 
learned without the consent of the second party.

• The information presented here is based on my personal 
experiences and insights. I do not claim completeness or 
absolute correctness. There are numerous other variants, 
methods, and possibilities in the field of cybersecurity that are 
not covered here. This collection represents only a portion of 
the available techniques and approaches. I encourage you to 
expand your knowledge through additional sources and 
always question critically.
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https://github.com/jhaddix
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Content Creator

https://www.nahamsec.com/about
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Education Platform
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Zaid Sabih
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https://zsecurity.org/

Sources
Big thanks goes to the 
community, sharing insights

C
ol

lin
 G

ei
ss

er
, L

ea
d 

Se
cu

rit
y 

Ar
ch

ite
ct

,  0
9.

10
.2

02
5,

 Th
e 

H
ac

ke
r’s

 M
in

ds
et

 G
oH

ac
k,

 P
ub

lic

000100

https://github.com/jhaddix
https://www.nahamsec.com/about
https://www.hackthebox.com/
https://zsecurity.org/


Why should we implement this 
security measure, system XY has 

more interesting data and does not do 
it? “

“

Some Product Owner
Any Company

C
ol

lin
 G

ei
ss

er
, L

ea
d 

Se
cu

rit
y 

Ar
ch

ite
ct

,  0
9.

10
.2

02
5,

 Th
e 

H
ac

ke
r’s

 M
in

ds
et

 G
oH

ac
k,

 P
ub

lic

000110

Todays Goal



C
ol

lin
 G

ei
ss

er
, L

ea
d 

Se
cu

rit
y 

Ar
ch

ite
ct

,  0
9.

10
.2

02
5,

 Th
e 

H
ac

ke
r’s

 M
in

ds
et

 G
oH

ac
k,

 P
ub

lic

000111

A B



Only using OSINT

Attack Circle

Target

Subdomain
Enumeration

Application
Analysis

Content 
Discovery

Automate

Acquisitions

Domains
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Attack Circle

Target

Subdomain
Enumeration

Application
Analysis

Content 
Discovery

Automate

Acquisitions

Domains
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Acquisitions check
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Acquisitions check
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Lower standards Not in scope of security team

Small acquired companies may have 

lower security standards, not integrated 

in the default security settings of the 

new company.

No monitoring of the new asset, harder 

to get detected.

Teams are occupied on merging 

progress instead of fixing vulnerabilities

Time spend on merge

Why is it important?
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Fools

“We are an unimportant company; we will not be attacked”

Hackers

“Since this company belongs now to this company, maybe I 

find lateral movement from here”

“All our assets are secure, since we do security by design 

etc..”

“Looks like the new acquired company didn’t do security by 

design”

These are the stupid things people say / do—and why hackers love them.
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Attack Circle

Target

Subdomain
Enumeration

Application

Analysis

Content 
Discovery

Automate

Acquisitions

Domains
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• Reveals thousand of Ips from target

• Discover admin interfaces

ASN (Autonomous System Number) Check
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ASN (Autonomous System Number) Check
• Combined with amass

• Reveals thousand of domains
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• Domain discovery

• Registered e-mail 

adresses

• Linked domains to 

mailadresses

Reverse Whois with DomLink
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Just a few interesting results
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mgmt.dev-super-trouper.abba.swisscom.ch
svc.dev-super-trouper.abba.swisscom.ch
mgmt.dev-the-album.abba.swisscom.ch
svc.dev-the-album.abba.swisscom.ch
mgmt.dev-the-visitors.abba.swisscom.ch
svc.dev-the-visitors.abba.swisscom.ch
mgmt.dev-voulez-vous.abba.swisscom.ch
svc.dev-voulez-vous.abba.swisscom.ch
www.dev-iphonelounge.swisscom.ch
developer.swisscom.ch
developer-stag.swisscom.ch
devicesupport.swisscom.ch
digital.swisscom.ch
git.swisscom.ch

www.git.swisscom.ch
git-test.swisscom.ch
www.git-test.swisscom.ch
chris.pipeline.abba.swisscom.ch
ilias.pipeline.abba.swisscom.ch
patrick.pipeline.abba.swisscom.ch
reto.pipeline.abba.swisscom.ch
amazon.swisscom.ch
amazon-test.swisscom.ch
amt.swisscom.ch
amt-int.swisscom.ch
api.swisscom.ch
api-developer.swisscom.ch
alpha.api-developer.swisscom.ch
sandbox.api-developer.swisscom.ch
library.app.swisscom.ch
apprbt.swisscom.ch
asf-mds.swisscom.ch
asf-mds01.swisscom.ch
assistancemobile.swisscom.ch
at.swisscom.ch
adminmanagement.poc.azs.swisscom.ch

Just a few interesting results
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www.infinity2.0.swisscom.ch
1million.swisscom.ch
www.1million.swisscom.ch
mgmt.dev-ring-ring.abba.swisscom.ch
svc.dev-ring-ring.abba.swisscom.ch
jumphost.dev-super-trouper.abba.swisscom.ch
mgmt.dev-super-trouper.abba.swisscom.ch
svc.dev-super-trouper.abba.swisscom.ch
mgmt.dev-the-album.abba.swisscom.ch
svc.dev-the-album.abba.swisscom.ch
mgmt.dev-the-visitors.abba.swisscom.ch
svc.dev-the-visitors.abba.swisscom.ch
mgmt.dev-voulez-vous.abba.swisscom.ch
svc.dev-voulez-vous.abba.swisscom.ch
www.dev-iphonelounge.swisscom.ch
developer.swisscom.ch
developer-stag.swisscom.ch
devicesupport.swisscom.ch
digital.swisscom.ch
git.swisscom.ch

www.git.swisscom.ch
git-test.swisscom.ch
www.git-test.swisscom.ch
chris.pipeline.abba.swisscom.ch
ilias.pipeline.abba.swisscom.ch
patrick.pipeline.abba.swisscom.ch
reto.pipeline.abba.swisscom.ch
amazon.swisscom.ch
amazon-test.swisscom.ch
amt.swisscom.ch
amt-int.swisscom.ch
api.swisscom.ch
api-developer.swisscom.ch
alpha.api-developer.swisscom.ch
sandbox.api-developer.swisscom.ch
library.app.swisscom.ch
apprbt.swisscom.ch
asf-mds.swisscom.ch
asf-mds01.swisscom.ch
assistancemobile.swisscom.ch
at.swisscom.ch
adminmanagement.poc.azs.swisscom.ch

Just a few interesting results
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www.infinity2.0.swisscom.ch
1million.swisscom.ch
www.1million.swisscom.ch
mgmt.dev-ring-ring.abba.swisscom.ch
svc.dev-ring-ring.abba.swisscom.ch
jumphost.dev-super-trouper.abba.swisscom.ch
mgmt.dev-super-trouper.abba.swisscom.ch
svc.dev-super-trouper.abba.swisscom.ch
mgmt.dev-the-album.abba.swisscom.ch
svc.dev-the-album.abba.swisscom.ch
mgmt.dev-the-visitors.abba.swisscom.ch
svc.dev-the-visitors.abba.swisscom.ch
mgmt.dev-voulez-vous.abba.swisscom.ch
svc.dev-voulez-vous.abba.swisscom.ch
www.dev-iphonelounge.swisscom.ch
developer.swisscom.ch
developer-stag.swisscom.ch
devicesupport.swisscom.ch
digital.swisscom.ch
git.swisscom.ch

www.git.swisscom.ch
git-test.swisscom.ch
www.git-test.swisscom.ch
chris.pipeline.abba.swisscom.ch
ilias.pipeline.abba.swisscom.ch
patrick.pipeline.abba.swisscom.ch
reto.pipeline.abba.swisscom.ch
amazon.swisscom.ch
amazon-test.swisscom.ch
amt.swisscom.ch
amt-int.swisscom.ch
api.swisscom.ch
api-developer.swisscom.ch
alpha.api-developer.swisscom.ch
sandbox.api-developer.swisscom.ch
library.app.swisscom.ch
apprbt.swisscom.ch
asf-mds.swisscom.ch
asf-mds01.swisscom.ch
assistancemobile.swisscom.ch
at.swisscom.ch
adminmanagement.poc.azs.swisscom.ch

Just a few interesting results
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www.infinity2.0.swisscom.ch
1million.swisscom.ch
www.1million.swisscom.ch
mgmt.dev-ring-ring.abba.swisscom.ch
svc.dev-ring-ring.abba.swisscom.ch
jumphost.dev-super-trouper.abba.swisscom.ch
mgmt.dev-super-trouper.abba.swisscom.ch
svc.dev-super-trouper.abba.swisscom.ch
mgmt.dev-the-album.abba.swisscom.ch
svc.dev-the-album.abba.swisscom.ch
mgmt.dev-the-visitors.abba.swisscom.ch
svc.dev-the-visitors.abba.swisscom.ch
mgmt.dev-voulez-vous.abba.swisscom.ch
svc.dev-voulez-vous.abba.swisscom.ch
www.dev-iphonelounge.swisscom.ch
developer.swisscom.ch
developer-stag.swisscom.ch
devicesupport.swisscom.ch
digital.swisscom.ch
git.swisscom.ch

www.git.swisscom.ch
git-test.swisscom.ch
www.git-test.swisscom.ch
chris.pipeline.abba.swisscom.ch
ilias.pipeline.abba.swisscom.ch
patrick.pipeline.abba.swisscom.ch
reto.pipeline.abba.swisscom.ch
amazon.swisscom.ch
amazon-test.swisscom.ch
amt.swisscom.ch
amt-int.swisscom.ch
api.swisscom.ch
api-developer.swisscom.ch
alpha.api-developer.swisscom.ch
sandbox.api-developer.swisscom.ch
library.app.swisscom.ch
apprbt.swisscom.ch
asf-mds.swisscom.ch
asf-mds01.swisscom.ch
assistancemobile.swisscom.ch
at.swisscom.ch
adminmanagement.poc.azs.swisscom.ch

Just a few interesting results
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Discover contacts Discover weak targets

Technical contacts of the company 
incl. mailaddresses, can be used for 
login tests

Other targets in scope of the 
company maybe not that good 
protected

Detect DEV/TEST/Staging domains -> 
less protected

Infrastructure mapping

Why is it important?
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Fools

“We don’t map the IP, so no attacker will find us”

Hackers

“I love security trough obscurity”

“No one knows our new domain; the probability is low” “Oh, a new domain, let's see if its protected”

“Ach, wie gut, dass niemand weiss, dass ich 
Rumpelstilzchen heiss”

“Let’s reserve the web address already, no one without NDA 

knows about this project”
“Another day, another data leak”

These are the stupid things people say / do—and 
why hackers love them.
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Attack Circle

Target

Subdomain
Enumeration

Application

Analysis

Content 
Discovery

Automate

Acquisitions

Domains
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Google Dorking
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Google Dorking

• .yml

• .env

• .bak

• .sql

Find specific file

• "/config"

• admin

• "/wp-

content/"

• "index of"

"backup"

• admin

• config

• password

• "© 2024 The 

Coca-Cola 

Company»

• "access_token"

• site:target.com filetype:php 

inurl:"/admin/" intext:"password»

• site:target.com intitle:"index of" 

"backup" OR "config" filetype:bak

• site:target.com filetype:json 

inurl:"/api/"

filetype:
ext:

inurl: intextintitle: Combine
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https://enigma96.medium.com/google-dork-mastery-part-1-finding-hidden-critical-files-with-google-dorks-like-a-pro-d28ad159e9ae


Google Dorking
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https://enigma96.medium.com/google-dork-mastery-part-1-finding-hidden-critical-files-with-google-dorks-like-a-pro-d28ad159e9ae


Spidering

Burp Spider

• Automated by gospider
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https://github.com/jaeles-project/gospider


Wayback Machine
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Wayback Machine on Steroids -> Gau
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https://github.com/lc/gau?tab=readme-ov-file


Discover hidden directories Discover important files

Able to find hidden login portals to 

admin console, monitoring etc..

Gain more information about the 

target, even credentials

Not everything can be found with 

Crunchbase and ASN

Find websites belong to the target

Why is it important?
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Fools

“The admin portal is not linked everywhere, it’s hard to find”

Hackers

“I love it, when dev’s think that frontend does bring any 

security”

“As soon as we are going live, I will remove this file” “It’s perfect when security by design is not applied on test 

environment’s, I will always find it in production”

These are the stupid things people say / do—and why hackers love them.
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Attack Circle

Target

Subdomain
Enumeration

Application

Analysis

Content 
Discovery

Automate

Acquisitions

Domains
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Sublist3r
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Amass
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Discover old subdomains Find subdomain takeover candidates

Subdomains may be forgotten and not 

that well protected

If subdomain is still mapped to a 3rd

party address which not exists 

anymore, maybe it can be registered

Why is it important?

Detect DEV/TEST/Staging domains -> 

less protected

Infrastructure mapping

C
ol

lin
 G

ei
ss

er
, L

ea
d

 S
ec

u
ri

ty
 A

rc
h

ite
ct

,  
0

9.
10

.2
0

25
, 

Th
e

 H
ac

ke
r’

s 
M

in
d

se
t 

G
o

H
ac

k,
 P

ub
lic

101100



These are the stupid things people say / do—and why hackers love them.

Fools

“Dismantle the service and we are all good”

Hackers

“God thanks I can automate subdomain takeovers”

“Let run the old application and forget about it” “It’s much easier to attack older systems then the new ones”
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Reconnaisance first

Target

Subdomain
Enumeration

Application

Analysis

Content 
Discovery

Automate

Acquisitions

Domains

C
ol

lin
 G

ei
ss

er
, L

ea
d

 S
ec

u
ri

ty
 A

rc
h

ite
ct

,  
0

9.
10

.2
0

25
, 

Th
e

 H
ac

ke
r’

s 
M

in
d

se
t 

G
o

H
ac

k,
 P

ub
lic

101110



Wappalyzer

• Browser Plugin discovers Technologies and Versions
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Nuclei

• Nuclei automatically discovers CVE’s and Misconfiguration

• 1000+ CVE’s

• 500+ Admin Panels like Wordpress etc..

• Incl. Subdomaintakeover
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Miscallenious

• Newsletter Subscription

• Robots.txt File

• News Articles with Google Alerts

• github.com/dgtlmoon/changedetection.io

• Linkedin Posts from Technicians / Security of the Company
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Attack Circle

Target

Subdomain
Enumeration

Application

Analysis

Content 
Discovery

Automate

Acquisitions

Domains
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Find the weakest spot with Gowitness
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Find the weakest spot with Gowitness
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Find the weakest spot with Gowitness
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Frameworks

Step based tools

• Each tool must be installed

• No workflow

• Automate with scripting

Fully automated tools

• All with GUI

• Using databases

Automated tools

• Some with GUI

• Automated own tool

• Flat file as outcome

https://github.com/capt-meelo/LazyRecon

https://github.com/0xspade/Automated-
Scanner

https://github.com/shmilylty/OneForAll

https://github.com/SolomonSklash/chomp-
scan

https://github.com/TypeError/domained

https://github.com/Screetsec/Sudomy

https://github.com/devanshbatham/Gorecon

https://github.com/skynet0x01/tugarecon

https://github.com/Findomain/Fin
domain

https://github.com/SilverPoision/R
ock-ON

https://github.com/epi052/recon-
pipeline

• https://github.com/AdmiralGaust/bo
untyReconV2

• https://github.com/offhourscoding/r
econ

• https://github.com/Sambal0x/Recon
-tools

• https://github.com/yourbuddy25/Hu
nter

• https://github.com/venom26/recon/
blob/master/ultimate_recon.sh

• https://gist.github.com/dwisiswant0
/5f647e3d406b5e984e6d69d353896
8cd
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https://github.com/capt-meelo/LazyRecon
https://github.com/capt-meelo/LazyRecon
https://github.com/capt-meelo/LazyRecon
https://github.com/0xspade/Automated-Scanner
https://github.com/0xspade/Automated-Scanner
https://github.com/0xspade/Automated-Scanner
https://github.com/shmilylty/OneForAll
https://github.com/SolomonSklash/chomp-scan
https://github.com/SolomonSklash/chomp-scan
https://github.com/SolomonSklash/chomp-scan
https://github.com/TypeError/domained
https://github.com/Screetsec/Sudomy
https://github.com/devanshbatham/Gorecon
https://github.com/skynet0x01/tugarecon
https://github.com/Findomain/Findomain
https://github.com/Findomain/Findomain
https://github.com/SilverPoision/Rock-ON
https://github.com/SilverPoision/Rock-ON
https://github.com/SilverPoision/Rock-ON
https://github.com/SilverPoision/Rock-ON
https://github.com/epi052/recon-pipeline
https://github.com/epi052/recon-pipeline
https://github.com/epi052/recon-pipeline
https://github.com/AdmiralGaust/bountyReconV2
https://github.com/AdmiralGaust/bountyReconV2
https://github.com/AdmiralGaust/bountyReconV2
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Frameworks

SaaS

• Fully automated

• With GUI and Database

• Alerts users

• Payed service
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Legal free of use services Noobs can use such services

Even with no budget, this can be highly 

automated

Imagine what a criminal gang, state 

sponsored actors or intelligence service 

can do

You don’t even need hacking skills to 

use some of the tools

Why is it important?

The not protected service can be found 

by a tool

You can protect 99 of 100 services
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These are the stupid things people say / do—and why hackers love them.

Fools

“I don’t know which assets belong to me”

Hackers

“I do”

“Effort required to discover this is too high” “God bless the community which developed this tool and 

shared it”

C
ol

lin
 G

ei
ss

er
, L

ea
d

 S
ec

u
ri

ty
 A

rc
h

ite
ct

,  
0

9.
10

.2
0

25
, 

Th
e

 H
ac

ke
r’

s 
M

in
d

se
t 

G
o

H
ac

k,
 P

ub
lic

111001



Final 
statement
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Conclusion

OSINT Yourself! & Reduce your footprint

Consider your full scope, not only your heart peaces

Security trough obscurity is not secure

Don’t be the stupid!
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Q&A
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