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Disclaimer

makeameme.org

All techniques provided are intended exclusively for
educational purposes. All techniques shown here should only
be usedin a closed laboratory environment or with the
consent of a second party. If you use any of these techniques
forillegal purposes, Swisscom cannot be held responsible for
possible legal consequences.

Any actions or activities related to Swisscom's material are
solely your responsibility. If you misuse this information for
illegal activities, criminal charges may be brought against you.

The content learned can potentially be harmful and dangerous
if misused. NEVER attempt any of the techniques you have
learned without the consent of the second party.

The information presented here is based on my personal
experiences and insights. | do not claim completeness or
absolute correctness. There are numerous other variants,
methods, and possibilities in the field of cybersecurity that are
not covered here. This collection represents only a portion of
the available techniques and approaches. | encourage you to
expand your knowledge through additional sources and
always question critically.
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Ethical Hacker, Bug Bounty Hunter,
Content Creator
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https://zsecurity.org/
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Todays Goal

(11
Why should we implement this
security measure, system XY has
more interesting data and does not do
it?

Some Product Owner
Any Company

)
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Acquisitions check
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Acquisitions check
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Why is it important?

Lower standards > Not in scope of security team

Small acquired companies may have
lower security standards, not integrated
in the default security settings of the
new company.

No monitoring of the new asset, harder
to get detected.

> Time spend on merge

Teams are occupied on merging
progress instead of fixing vulnerabilities
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n Geiss

Calli

These are the stupid things people say / do—and why hackers love them.

Fools Hackers

“We are an unimportant company; we will not be attacked” “Since this company belongs now to this company, maybe |
find lateral movement from here”

“All our assets are secure, since we do security by design “Looks like the new acquired company didn’t do security by
etc..” design”

001101
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ASN (Autonomous System Number) Check

/home/bugbounty/bb/metabigor
net -1 "Swisscom”
Metabigor v2.0.0 by

5.14.0.0/16
.245.144.0/21
.202.0.0/17
.202.160.0/21
.202.172.0/22
.110.128.0/20
.75.192.0/20
.94.144.0/20
.62.0.0/15
.76.0.0/14
.173.192.0/18
.253.0.0/18
.0.0.0/13
.198.58.0/24
.198.72.0/24
.206.11.0/24
.209.158.0/24
.212.91.0/24
.212.117.0/24
.216.229.0/24
.220.40.0/24
.223.121.0/24
.223.154.0/24
.226.202.0/24
.230.249.0/24
.104.0.0/14
.152.64.0/18

* Reveals thousand of Ips from target

* Discover admin interfaces
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ASN (Autonomous System Number) Check

File Actions Edit View Help

/home/kali/bugbounty/amass
intel ~/.config/amass/config.yaml

/home/kali/bugbounty/amass
intel ‘1¢ ~/.config/amass/config.yaml

/home/kali/bugbounty/amass
intel ~/.config/amass/config.yaml

e Combined with amass

e Reveals thousand of domains
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Reverse Whois with DomLink

File Actions Edit View Help

/home/kali/bugbounty/DomLink

domLink.py

328f79b74fdf1b4fd997130f50f3e5355

results. txt]]

Domain discovery

Registered e-mail
adresses

Linked domains to
mailadresses
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asf-mds.swisscom.ch
asf-mds01.swisscom.ch
assistancemobile.swisscom.ch
at.swisscom.ch

adminmanagement.poc.azs.swisscom:.ch



Just a few interesting results

www.infinity2.0.swisscom.ch
Tmillion.swisscom.ch
www.Tmillion.swisscom.ch
mgmt.dev-ring-ring.abba.swisscom.ch
svc.dev-ring-ring.abba.swisscom.ch
jumphost.dev-super-trouper.abba.swisscom.ch
mgmt.dev-super-trouper.abba.swisscom.ch
svc.dev-super-trouper.abba.swisscom.ch
mgmt.dev-the-album.abba.swisscom.ch
svc.dev-the-album.abba.swisscom.ch
mgmt.dev-the-visitors.abba.swisscom.ch
svc.dev-the-visitors.abba.swisscom.ch
mgmt.dev-voulez-vous.abba.swisscom.ch
svc.dev-voulez-vous.abba.swisscom.ch
www.dev-iphonelounge.swisscom.ch
developer.swisscom.ch
developer-stag.swisscom.ch
devicesupport.swisscom.ch
digital.swisscom.ch

git.swisscom.ch

www.git.swisscom.ch
git-test.swisscom.ch
www.git-test.swisscom.ch
chris.pipeline.abba.swisscom.ch
ilias.pipeline.abba.swisscom.ch
patrick.pipeline.abba.swisscom.ch
reto.pipeline.abba.swisscom.ch
amazon.swisscom.ch
amazon-test.swisscom.ch
amt.swisscom.ch
amt-int.swisscom.ch
api.swisscom.ch
api-developer.swisscom.ch
alpha.api-developer.swisscom.ch
sandbox.api-developer.swisscom.ch
library.app.swisscom.ch
apprbt.swisscom.ch
asf-mds.swisscom.ch
asf-mds01.swisscom.ch
assistancemobile.swisscom.ch
at.swisscom.ch

adminmanagement.poc.azs.swisscom:.ch



d Secu

Why is it important?

Discover contacts

Technical contacts of the company
incl. mailaddresses, can be used for
login tests

Discover weak targets

Other targets in scope of the
company maybe not that good
protected

> Infrastructure mapping

Detect DEV/TEST/Staging domains ->
less protected



| Nese are the stupid things peoptle say / do—and

why hackers love them.

Fools

“We don’t map the IP, so no attacker will find us”

“No one knows our new domain; the probability is low”

“Ach, wie gut, dass niemand weiss, dass ich
Rumpelstilzchen heiss”

“Let’s reserve the web address already, no one without NDA
knows about this project”

Hackers

“I love security trough obscurity”

“Oh, a new domain, let's see if its protected”
/5 0HLOOK

#

’

D

~ ADOMAINg~><7
REGISTRARMAILADDRESS

“Another day, another data leak”



Collin Geisser, Lead Security Architect, 09.10.2025, The Hacker's Mindset GoHack, Public

Attack Circle

Acquisitions
Automate Domains
‘( Target "
Application Content
Analysis Discovery

Subdomain
Enumeration
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Google Dorking

site:swisscom.ch intitle:admin -community

Swisscom

s www swisscom ch » health

1) imnr
i/

MOTHER OF GOD

sitecswisscom.ch inurtadmin -community
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Google Dorking

filetype:
ext:

e yml

* .env

e .bak

« .sql

Find specific file

inurl:
« "/config"
e admin
° Il/Wp_
content/"

intitle:

"index of"
"backup"

admin

config

intext

password

"© 2024 The
Coca-Cola
Company»

"access_token"

Combine

site:target.com filetype:php
inurl:"/admin/" intext:"password»

site:target.com intitle:"index of"
"backup" OR "config" filetype:bak

site:target.com filetype:json
inurl:"/api/"


https://enigma96.medium.com/google-dork-mastery-part-1-finding-hidden-critical-files-with-google-dorks-like-a-pro-d28ad159e9ae
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Google Dorking

site:swisscom.ch -www.swisscom.ch -community.swisscom.ch -mobile.swisscom.ch -tvairs X

Tipp: Ergebnisse in deutscher Sprache anzeigen. Informationen zum Filtern nach
Sprache findest du hier.

Swisscom
https:/fswisscomshops.swisscom.ch » ...

Swisscom Shops in der Nahe & Offnungszeiten | Swisscom

Entdecken Sie Swisscom Shops in Ihrer Nahe. Offnungszeiten, Terminvereinbarung und kompetente
Beratung. Einfache Suche nach Ort oder PLZ mit dem Shop ...

Swisscom
https:/fswisscomshops.swisscom.ch » ... - Diese Seite Ubersetzen

Swisscom Shop nelle vicinanze e orari di apertura | Swisscom
Scoprite gli Swisscom Shop vicini a voi. Orari di apertura, appuntamenti e consulenza competente.
Ricerca semplice per localitd o NPA con lo Shop Locator.

Swisscom DevOps Center Rotterdam
https://sdcrotterdam.swisscom.ch » ... - Diese Seite (bersetzen

Swisscom DevOps Center
Looking for ambitious DevOps engineers to join us in Rotterdam!

Swisscom Open Business Hub
https:/imarketplace.businesshub.swisscom.ch * Diese Seite (bersetzen

Swisscom Open Business Hub
The OBH enables you to integrate services from different areas into your value chain. Click on the area
you are interested in to view the service offering in ...

Swisscom
https:/frepairmanager.swisscom.ch - Dies

NTSwincash repairmanager - Login

Stock repair. Current. Return. Search. Delivery. Dispatch Shop. Dispatch RC. Create. Return. Internal
receive. External receive. Search. Language. Deutsch.
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* Automated by gospider

Spidering

kali@kali: fhome/bugbounty/bb

Burp Spider File Actions Edit View Help

burp Inlruder repealer  window help
R powy | sosie: | scarvar T T bugbounty/bb
ale map e
/ i ce - \
lhller ding not founa nem mage rem; Nidng 4xx responses. higing empe WA . SWISSCOm. C n
=TT T ™ . : WIME hype Wile
= it HTML eSS (OM - S\Ngress is a pr -
- 3 Ur = eur HTML Sytgress com - Syngress s a pr
- r=gbp HTML Syngress com s apr
U= usd HTML SVOress com - S\Ngress 5 a pr
> faboun-us HTML About Us
/eertification/ HTML Cenification
feernfication HTML co CCNASCCENT Exam 640
fcarmincation 20! HTML CI55P Sway Guide
fcarufication/Corr 1200 HTML ComoTIA A+ Cenifica Study
feertification/CompT lA- L -C 2 HTML CompTIA Linux+ Certfication St =
- S e A e = o NN P S . =
- g [ [syngrass. com <
P123BINGIZ
RQEVE2VRTA
xminne"http wwv, v3,org/ 1996/ xbtml”
g Syngress.com - Syngress ix 4 premier publisher of comtent in the Informatien Seourity
field, We cover Digital Forensics, Mackin and Penetration Testing, Certification, IT Security
o~ J and Administration, and mere
> titie
\_name="descrlption® content LA _Bane="keyvorda" content="" >

ollin Geisser, Lead Security Architect, 09.10.2025, The Hacker's Mindset GoHack, Public



https://github.com/jaeles-project/gospider
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Wayback Machine

i %% https://web.archive.orgfweb/200

% Swisscom IDBroker [ Lesezeichenleiste

.‘
J

[ Security Ablagen

[ wiki

0601151543 /http://swisscom.ch/

g Jira [ tools [ splunk

We keep the record straight by preserving government websites, news articles, historical data, and more. If you find our archive useful, please

INTERNET ARCHIVE |h1.'[pIHSWiSSEUm.Chf

“Hﬂﬂmumﬂlﬂlﬂﬂ 10,130 captures
20 Now 1996~ 3 Jun 2025
ol .
| estne‘ Mobile

Der richtige Anschluss Abos & Preise
Umzug melden Combox
Festnetzrechnung online Roaming
praktische Zusatzdienste Maobile Fun

Medienmitteilungen
28.05.2003 - SMS im Fesinetz — im Juni 2003 gratis

26.05.2003 - Via Handy schnell zu nltzlichen Adressen

15.05.2003 - Swisscom will Gesamtarbeitsvertrag und Sozialplan
verlangem

P>

ness

Kommunikations- und IT
Losungen, Produkte und

Dienstleistungen filr KMU und

Grossunternehmen

Machhaltige Unternehmens-
fihrung: Swisscom und die
Corporate Responsibility

Aktienpreis:
414.50 CHF

Suche

oo

es :ﬂ -

Telefone
Mobiltelefone
Bestsellers
Geschenkbons

Internet

Telefonieren und surfen
Mobile Service

Alles Gber ADSL
Bluawin

Telefonbuch
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Wayback Machine on Steroids -> Gau

File Actions Edit View Help

2f fad42240-1720-45a0-9ddf-09af2d28e2f3
/opt/cewl 2f faq
m[eeeo?'"iiiﬁiméﬁgding config: Config file /root/.gau.toml not found, usiﬁgrﬂliiﬁiixiomg 2f fastweb- frau-mit-handy—642 x480. Jpg
: fopt/ceu 2ffdb878-bca8-4a88-a83b-16924779e3eb
: 2f folge-auf-tiktok-460x220x2v2. jpg

.swisscom.ch:80/gd/products/mobile_phones/natel_panasonic_ebgd30_set-de.html

.swisscom.ch:80/gd/products/mobile_phones/natel_panasonic_ebgd50-de.html 2f fol ge_uns_auf_llnkedln—[’60x220—2x = Jpg

.swisscom.ch:80/gd/products/mobile_phones/natel_panasonic_ebgd50-fr.html X
,swisscom.ch:SO/gd/products/mobile_phones/natel_panasonic ebgd50_set-de.html 2 f f rauen fe 1 d J pg

.swisscom.

-swisscom. i : : =fr! ' 2f fl'elzelt

.Swisscom.

-W““““ 2f freizeit-teaser-small.jpg
.swisscom.ch: 80/gd/products/mob11 7phones/nate1 panasonlc ebgd% set-de.html 3
.swisscom.ch:80/gd/products/mobile_phones/natel_panasonic_ebgd90_set-fr.html 2 f f uss ba 1- 1 ~ 1 2 00 X 62 7 = d un kl er. J pg
.swisscom.ch:80/gd/products/mobile_phones/natel_siemens_s15e-de.html :
.swisscom.ch:80/gd/products/mobile_phones/natel_siemens_s25-de.html 2 f ga e 1 1 e- 1. d ba & h e- 7 68 X 4 3 2 . J pg
.swisscom.ch:80/gd/products/mobile_phones/natel_siemens_s25-fr.html A
.swisscom.ch:80/gd/products/mobile_phones/natel_siemens_s25_set-de.html 2 f geme 1 nden

2fgemeinden-450x450x2. jpg

2fgeneral

2fgeneral-versammlung
2fgeraete-klimakompensation-1356x666. jpg

- kali@kali: ~

File Actions Edit View Help

-w wordlist.txt https://swisscom.ch/FUZZ all



https://github.com/lc/gau?tab=readme-ov-file
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Why is it important?

Discover hidden directories

Able to find hidden login portals to
admin console, monitoring etc..

> Discover important files

Gain more information about the
target, even credentials

> Find websites belong to the target

Not everything can be found with
Crunchbase and ASN
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Collin Geiss!

These are the stupid things people say / do—and why hackers love them.

Fools Hackers

“The admin portal is not linked everywhere, it’s hard to find” “I'love it, when dev’s think that frontend does bring any
security”

“As soon as we are going live, | will remove this file” “It’s perfect when security by design is not applied on test

environment’s, | will always find it in production”
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Attack Circle

Acquisitions

Automate Domains
Target
Application Content
Analysis Discovery

101001



Sublist3r

<ile Actions Edit View Help

/home/kali/bugbounty/DomLink
swisscom.ch -o subdomains.txt -\[]

=
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Why is it important?

Discover old subdomains >

Subdomains may be forgotten and not
that well protected

Find subdomain takeover candidates

If subdomain is still mapped to a 3™
party address which not exists
anymore, maybe it can be registered

> Infrastructure mapping

Detect DEV/TEST/Staging domains ->
less protected
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n Geiss

Calli

These are the stupid things people say / do—and why hackers love them.

Fools Hackers
“Dismantle the service and we are all good” “God thanks | can automate subdomain takeovers”
“Let run the old application and forget about it” “It’s much easier to attack older systems then the new ones”

VERSION 2.0

imgfiip.com “Ensln“ 1.0

101101
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Reconnaisance first

Acquisitions

Automate Domains

Content
Discovery

Subdomain
Enumeration

101110
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Wappalyzer

TECHNOLOGIES MORE INFO

Widget

3% Wisepops

Statistiken

¢) Facebook Pixel

JavaScript Frameworks

Adobe Client Data
Layer

A

Videoplayer

@ VideodS 7214

Security

202

¥ Export

Marketing Automation

< Wisepops

Tag Manager

B Adobe Experience
Platform Launch

JavaScript Bibliotheken
@ FElickity

& jQuery 321

Reverse Proxies

@ Nginx

e Browser Plugin discovers Technologies and Versions



Nuclei

File Actions Edit View Help

] Templates loaded for current scan: 7988
] Executing 7790 signed templates from projectdiscovery/nuclei-templates
] Loading 198 unsigned templates for scan. Use with caution.
] Targets loaded for current scan: 1
] Templates clustered: 1741 (Reduced 1637 Requests)
] Using Interactsh Server: oast.me
sing-sri] [ sl ] https://20.swisscom.ch/ [
]
d t :nginxgeneric] [ 10 ] https://20.swisscom.ch/
wuth-methods] [ 1 [ ] 20.swisscom.ch:22 [
erver-enumeration] [ ] [ ] 20.swisscom.ch:22 [
jetect] [ 1 [ ] 20.swisscom.ch:22 [
sion] [ THE ] 20.swisscom.ch:443 [ ]
ct:nginx] [ 1 [ ] https://20.swisscom.ch/
ct:aem_cms] [ 110 ] https://20.swisscom.ch/
\ds-enum:ehlo] [ 100 ] 20.swisscom.ch:25 [ x :
~urity-headers:content-security-policy] [ Sk ] https://20.swisscom.ch/
irity-headers:cross-origin-embedder-policy] [ IRE ] https://20.swisscom.ch/
i eaders:cross-origin-opener-policy] [ 1F ] https://20.swisscom.ch/
rs:cross-origin-resource-policy] [ 10 ] https://20.swisscom.ch/
rs:permissions-policy] [ ][ ] https://20.swisscom.ch/
rs:x-frame-options] [ ][ ] https://20.swisscom.ch/
rs:x-content-type-options] [ 1: § ] https://20.swisscom.ch/
rs:x-permitted-cross-domain-policies] [ il ] https://20.swisscom.ch/
rs:referrer-policy] [ 1k ] https://20.swisscom.ch/
‘ SSif ‘ headers:clear-site-data] [ 11 ] https://20.swisscom.ch/
issuer] [ 11 ] 20.swisscom.ch:443 [
dns-names] [ 11 ] 20.swisscom.ch:443 [ ]
ia-fingerprint] [ T ] 20.swisscom.ch
] Scan completed in 2m. 22 matches found.

rit
LLYy

/home/kali/bugbounty

Nuclei automatically discovers CVE’s and Misconfiguration
1000+ CVE’s
500+ Admin Panels like Wordpress eftc..
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Incl. Subdomaintakeover
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Miscallenious

Newsletter Subscription

Robots.txt File

News Articles with Google Alerts
github.com/dgtlmoon/changedetection.io

Linkedin Posts from Technicians / Security of the Company
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Attack Circle

Automate

Application
Analysis

Acquisitions

Domains

Content

Discovery

Subdomain
Enumeration

110010
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Find the weakest spot with Gowitness
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Find the weakest spot with Gowitness

nFrpat RSSO nelme

Ui ¢ madl program

St up with imtruction
A st
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R s e DTN ST TR S AT




Find the weakest spot with Gowitness

»
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Quwiness - a gelang w0

“ C @ D 27.08°
Goagle Hacking DB Oftsec

Explo

Kall Lae @8 Kab Toofs  w Kol Decs Kall Forums N Kali Nethuntes

ra =1
« » gowitness, v3

Show Faled
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Frameworks

Step based tools Automated tools Fully automated tools
* Each tool must be installed * Some with GUI e All with GUI
* No workflow * Automated own tool * Using databases
* Automate with scripting * Flat file as outcome
» https://github.com/AdmiralGaust/bo https://github.com/capt-meelo/LazyRecon https://github.com/Findomain/Fin
untyReconV2 https://github.com/Oxspade/Automated- domain
. s ; Scanner
il Bkl iRl e . . https://github.com/SilverPoision/R
econ https://github.com/shmilylty/OneForAll -ON
o ock-
e https://eithub.com/Sambal0x/Recon https://github.com/SolomonSklash/chomp- -
- scan https://github.com/epi052/recon-
https://github.com/TypeError/domained ipeli
° https://github.com/vourbuddeS/Hu PR LR COE Y DEE RN EOmane RIREINE

https://github.com/Screetsec/Sudomy

nter
https://github.com/devanshbatham/Gorecon

» https://github.com/venom26/recon/
blob/master/ultimate recon.sh https://github.com/skynetOx01/tugarecon

e https://gist.github.com/dwisiswantQ
/51647e3d406b5e984e6d69d353896
8cd

110110


https://github.com/capt-meelo/LazyRecon
https://github.com/capt-meelo/LazyRecon
https://github.com/capt-meelo/LazyRecon
https://github.com/0xspade/Automated-Scanner
https://github.com/0xspade/Automated-Scanner
https://github.com/0xspade/Automated-Scanner
https://github.com/shmilylty/OneForAll
https://github.com/SolomonSklash/chomp-scan
https://github.com/SolomonSklash/chomp-scan
https://github.com/SolomonSklash/chomp-scan
https://github.com/TypeError/domained
https://github.com/Screetsec/Sudomy
https://github.com/devanshbatham/Gorecon
https://github.com/skynet0x01/tugarecon
https://github.com/Findomain/Findomain
https://github.com/Findomain/Findomain
https://github.com/SilverPoision/Rock-ON
https://github.com/SilverPoision/Rock-ON
https://github.com/SilverPoision/Rock-ON
https://github.com/SilverPoision/Rock-ON
https://github.com/epi052/recon-pipeline
https://github.com/epi052/recon-pipeline
https://github.com/epi052/recon-pipeline
https://github.com/AdmiralGaust/bountyReconV2
https://github.com/AdmiralGaust/bountyReconV2
https://github.com/AdmiralGaust/bountyReconV2
https://github.com/offhourscoding/recon
https://github.com/offhourscoding/recon
https://github.com/offhourscoding/recon
https://github.com/Sambal0x/Recon-tools
https://github.com/Sambal0x/Recon-tools
https://github.com/Sambal0x/Recon-tools
https://github.com/Sambal0x/Recon-tools
https://github.com/yourbuddy25/Hunter
https://github.com/yourbuddy25/Hunter
https://github.com/yourbuddy25/Hunter
https://github.com/venom26/recon/blob/master/ultimate_recon.sh
https://github.com/venom26/recon/blob/master/ultimate_recon.sh
https://github.com/venom26/recon/blob/master/ultimate_recon.sh
https://gist.github.com/dwisiswant0/5f647e3d406b5e984e6d69d3538968cd
https://gist.github.com/dwisiswant0/5f647e3d406b5e984e6d69d3538968cd
https://gist.github.com/dwisiswant0/5f647e3d406b5e984e6d69d3538968cd
https://gist.github.com/dwisiswant0/5f647e3d406b5e984e6d69d3538968cd
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Frameworks

SaaS

* Fully automated
e With GUI and Database

* Alerts users

* Payed service

(unreleased)

Py -
e o d
——— e
—_—
——
——
-
C——
—_—
—
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Why is it important?

Legal free of use services > Noobs can use such services

Even with no budget, this can be highly You don’t even need hacking skills to
automated use some of the tools

Imagine what a criminal gang, state
sponsored actors or intelligence service
can do

> You can protect 99 of 100 services

The not protected service can be found
by a tool
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These are the stupid things people say / do—and why hackers love them.

Fools Hackers

“I don’t know which assets belong to me” “1do”

Always have been

“Effort required to discover this is too high” “God bless the community which developed this tool and
shared it”
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YOU DONT HAVE T0 OUTRUN THE -8,
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YU IUST NEED T0 OUTRUN SOMEONE ELSE!
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Conclusion
Security trough obscurity is not secure

Consider your full scope, not only your heart peaces

OSINT Yourself! & Reduce your footprint

2
=
S
a
2
S
8

lacker’s Mindset GoH:

Don’t be the stupid!

er, Lead Security Architect, 09.10.2025, The H

111100

n Geiss

olli



21/GNd Si98HOD SPUIAIS JSHOBH UL ‘STOZ'0T'60 PO3UY2AY AUNOAS PeaT] ‘BSSIED U103



	Slide 1: The Hacker’s Mindset: Why They Attack You and Not the Fortified Castle
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12: These are the stupid things people say / do—and why hackers love them. 
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29:  
	Slide 30: These are the stupid things people say / do—and why hackers love them. 
	Slide 31
	Slide 32: Google Dorking
	Slide 33: Google Dorking
	Slide 34: Google Dorking
	Slide 35: Spidering
	Slide 36: Wayback Machine
	Slide 37: Wayback Machine on Steroids -> Gau
	Slide 38:  
	Slide 39: These are the stupid things people say / do—and why hackers love them. 
	Slide 40
	Slide 41: Sublist3r
	Slide 42: Amass
	Slide 43:  
	Slide 44: These are the stupid things people say / do—and why hackers love them. 
	Slide 45: Reconnaisance first
	Slide 46: Wappalyzer
	Slide 47: Nuclei
	Slide 48: Miscallenious
	Slide 49
	Slide 50: Find the weakest spot with Gowitness
	Slide 51: Find the weakest spot with Gowitness
	Slide 52: Find the weakest spot with Gowitness
	Slide 53: Frameworks
	Slide 54: Frameworks
	Slide 55:  
	Slide 56: These are the stupid things people say / do—and why hackers love them. 
	Slide 57
	Slide 58
	Slide 59: Conclusion
	Slide 68: Q&A

