
GOhack25
Security in times of AI

Adam D. Wisniewski

08. November 2025



Painful learning process all over again ?
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Where do we stand today ?
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* PwC 2025 Global Artificial Intelligence Survey and IBM Global AI Adoption Index 2025
** Gartner AI Risk Survey 2025
*** Forrester AI Trust Study 2025

Everyone has grown to appreciate AI in private, and doesn’t want to be without at work.
+ When we get tangible value, we often forget all caution.



Common strategy – Let‘s wait and see..
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Are new security measures really needed?
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AI Traditional 
technologies

Learns from data and improves over time. Learning and adaptation Static, requires reprogramming to make changes.

Makes independent decisions based on data.
Autonomy in decision-

making
Follows predefined rules.

Handles complex, unstructured tasks such as 
image recognition.

Complexity of the tasks Focuses on structured, rule-based tasks.

Works with large, unstructured data (e.g. text, 
images).

Interaction with data Only processes structured data.

Imitates human thinking and creativity. Human intelligence Does not simulate human perception.

Generalised to new situations.
Generalisation vs. 

specialisation
Specialised in certain tasks.

Continually evolves with new data. Evolution over time Remains unchanged without updates.

Probabilistic, provides flexible predictions.
Probabilistic vs. 

deterministic nature
Deterministic, follows precise rules.

Requires considerable computing power and 
data.

Resource intensity More resource-efficient.

Understands context and nuances (e.g. 
language).

Contextual 
understanding

Only understands the context if this has been 
explicitly programmed.

Almost like a knowledgeable, but unexperienced employee



What is holding decision-takers back?
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Management is often happy to «leave the matter» to the employees.
Management is putting off this important but complex issue and waiting to see what happens.



What are common weaknesses?
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Category Cause

Governance gap No clear ownership of AI risk

Strategic mindset Focus on speed over control

Financial constraint Limited budgets & unclear ROI

External environment Regulatory & legal uncertainty

Framework confusion Fragmented standards

Skills & capability gap Lack of AI/security know-how

Third-party dependency Weak vendor ecosystem

Management

Category Cause

Behavioural risk Shadow AI use

Knowledge gap Low AI security literacy

Policy gap No internal guidance or training

Employees



Risks today, and risks tomorrow - examples
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Category Threat Probability Severity Risk Level

External
AI-augmented phishing 
& deepfake social 
engineering

High Major Critical

External
Autonomous malicious 
AI agents (spam/fraud 
bots)

Medium Major High

External
Model/API key theft and 
supply-chain 
compromise

Medium Major High

Internal
Prompt injection & 
malicious content in 
RAG/chatbots

High Major Critical

Internal
Data leakage via RAG or 
vector stores

High Major Critical

Internal
Over-permissioned AI 
tools and agents

Medium–
High

Major–
Critical

Critical

Internal/

External
Data poisoning or model 
manipulation

Medium Major High

Category Threat Probability Severity Risk Level

External
Autonomous multi-agent 
attacks (adaptive, 
coordinated)

High Critical Critical

External
Deepfake and synthetic 
media fraud at global scale

High
Major–
Critical

Critical

Internal/

External
AI-driven physical attacks 
(robots, IoT, VR systems)

Medium–
High

Critical Critical

Internal
Shadow models & 
unmonitored internal AI 
deployments

High Major High

Internal/

External

Supply-chain/model 
compromise (poisoned 
OSS models)

Medium Major High

Internal
Compliance failure under 
new AI regulations

Medium–
High

Major High

External
Autonomous multi-agent 
attacks (adaptive, 
coordinated)

High Critical Critical

Today In 3-5 years



Building blocks for a secure AI future
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Category Core Strategy Goal Key Actions

 Governance Clear ownership & rules Define responsibility and boundaries
• Assign AI risk owner
• Approve AI use policy  
• Keep risk register

 Secure Design Build security into architecture Prevent misuse and leaks by design
• Use least-privilege access
• Isolate data/models
• Apply secure-by-design principles

 Data Protection Safeguard sensitive info Avoid data loss, breaches, and legal 
issues

• Classify & encrypt data
• Redact before prompts
• Enable DLP controls

 People & Culture Train and guide safe use Turn users into a defense layer
• Educate on AI risks
• Ban shadow AI
• Provide quick “Do’s & Don’ts”

 Vendors & Tools Secure your ecosystem Ensure trusted, compliant third-party AI
• Vet vendors
• Use secure gateways
• Add AI clauses to contracts

 Monitoring & 
Testing Detect issues early Keep systems safe as AI evolves

• Log usage
• Red-team regularly
• Have incident playbooks

 Future Readiness Stay ahead of regulation & physical AI Prepare for next-gen risks (robots, IoT, 
VR)

• Track new laws
• Audit regularly
• Extend security to devices



And what if I decide not to use AI?
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Or maybe..



First steps towards being safe
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Ready for AI ? Our booklets
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We have created short AI guides for decision-makers – and new ones to come!

Page: www.ai4leaders.ch/ -> Downloads
Password: Booklets25

(for now, only 2 available on the EN page)

..and let’s connect on

http://www.ai4leaders.ch/

	Slide 1: GOhack25 Security in times of AI
	Slide 2: Painful learning process all over again ? 
	Slide 3: Where do we stand today ? 
	Slide 4: Common strategy – Let‘s wait and see.. 
	Slide 5: Are new security measures really needed? 
	Slide 6: What is holding decision-takers back? 
	Slide 7: What are common weaknesses? 
	Slide 8: Risks today, and risks tomorrow - examples 
	Slide 9: Building blocks for a secure AI future 
	Slide 10: And what if I decide not to use AI? 
	Slide 11: First steps towards being safe 
	Slide 12: Ready for AI ? Our booklets

