Messbare Sicherheitsverbesserung
im Software Development Lifecycle
mit OWASP SAMM
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D Uber mich

e Team Leader & Lead Security Tester bei
Redguard

e Seit mehr als 7 Jahren im Bereich der
technischen Cyber Security tatig

e Seit 15+ Jahren in der IT tatig

e Ursprunge in der IT als Software Engineer
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Agenda

o Sicherheit im Software Development Lifecycle
@ Einfiihrung in OWASP SAMM

e Ablauf eines OWASP SAMM Assessments

o Erkenntnisse aus diversen Assessments

Q
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Sicherheit im
Software Development Lifecycle (SSDLC)
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D Sicherheit im SDLC

e Sicherheit ist heutzutage unerlasslich

o Vorbeugung von Schwachstellen (und damit im Falle von
Sicherheitsvorfallen verbundene Kosten, Aufwande und
Reputationsschaden)

o Einhalten von gesetzlichen und regulatorischen Vorgaben
o Starken der Kundenzufriedenheit

o Erlangen von Wettbewerbsvorteilen
e Sicherheit beginnt bereits bei der Planung

e Je spater, desto schwieriger und aufwandiger kann es sein
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Einfuhrung in
OWASP SAMM

OWASP SAMM (Software Assurance Maturity Model) is the OWASP framework to help organizations assess,
formulate, and implement a strategy for software security, that can be integrated into their existing Software
Development Lifecycle (SDLC).

(Source: https://owaspsamm.org/quidance/quick-start-quide/)
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https://owaspsamm.org/guidance/quick-start-guide/

D Was ist OWASP SAMM?

e EIn Framework zur

o Bewertung der Sicherheitsmassnahmen innerhalb der
Softwareentwicklung

o Formulierung und Messung der Strategie fur die Entwicklung sicherer
Software

e Flexibel anpassbar auf die Bedurfnisse des jeweiligen Unternehmens
e Ermoglicht die Integration von Sicherheit in den bestehenden SDLC

e Unterteilt in verschiedene “Business Functions”, welche den gesamten
SDLC abdecken
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) Aufbau von OWASP SAMM

Business
functions

Governance

Implementation

Verification

Operations

Security
practices

Strategy and Metrics

Threat Assessment

Secure Build

Architecture

Incident Management

Stream A Stream B

Assessment
Create and | Measure and Application Threat Build Software Architecture | Architecture Incident Incident
promote improve risk profile modeling process dependencies validation mitigation detection response

Policy and Compliance

Security Requirements

Secure Deployment

Requirements-driven

Environment

Stream A Stream B

Testing Management
Policy and Compliance Software Supplier Deployment Secret Control Misuse/abuse Configuration Patch and
standards management requirements security process management verification testing hardening update
Stream A Stream B

Education and

Stream A Stream B

. . ; Operational
; Secure Architecture Defect Management Security Testing P
Guidance Management
Training and | Organization Architecture | Technology Defect Metrics and Scalable Deep Data Legacy
awareness and culture design management tracking feedback baseline understanding protection | management
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D Beispiel Interview

10 2] 3Ohack25

1 T App

12 Interview Date:|07.11.2025

13 Team Lead:|Dev Lead

14 Cy devOps Engineer, Security Engineer, Developer

15

16 Dvernance

14 stre eve eg swe

18 Do you the enterprise-wide risk appetite for your Yes, it covers organization-specific risks

You capture the risk appetite of your organization's executive leadership

The organization's leadership vet and approve the set of risks (U
You identify the main business and technical threats to your assets and data
19 ‘You document risks and store them in an accessible location
20 Do you have a strategic plan for security and use it to make ? Yes, we review it annually
The plan reflects the organization's business priorities and risk appetite
d The plan includes measurable milestones and a budget
Promote The plan is consistent with the organization's business drivers and risks
The plan lays out a roadmap for strategic and tactical initiatives
21 You have buy-in from stakeholders, including development teams
22 Do you regularly review and update the gic Plan for Security? No
You review and update the plan in response to significant changes in the business environment, the organization, or its risk appetite
Plan update steps include reviewing the plan with all the stakeholders and updating the business drivers and strategies
You adjust the plan and roadmap based on lessons learned from completed roadmap activities
2 You publish progress information on roadmap activities, making sure they are available to all stakeholders
24
25 Do you use a set of metrics to measure the and of the security program across applications? Yes, for all three metrics categories
You document each metric, including a description of the sources, measurement coverage, and guidance on how to use it to explain application security trends
Metrics include measures of efforts, results, and the environment measurement categories
Most of the metrics are frequently measured, easy or inexpensive to gather, and expressed as a cardinal number or a percentage
Application security and development teams publish metrics
26
27 Measure and Did you define Key (KPI) from security metrics? Yes, for some of the metrics
Improve
" You defined KPIs after gathering enough information to establish realistic objectives
You developed KPIs with the buy-in from the leadership and teams responsible for application security
KPIs are available to the application teams and include acceptability thresholds and guidance in case teams need to take action
28 Success of the application security program is clearly visible based on defined KPIs
29 Do you update the Security strategy and roadmap based on security metrics and KPlIs? No
You review KPIs at least yearly for their efficiency and effectiveness
30 KPIs and application security metrics trigger most of the changes to the application security strategy
31 Policy & Compliance Answer Interview Notes Rating
32 Do you have and apply a common set of policies and standards your organization? Yes, for some applications
You have adapted existing standards appropriate for the organization’s industry to account for domain-specific considerations 0.50
33 Your standards are aligned with your policies and i gy-specific i ion guidance
34 Do you publish the organization's policies as test scripts or books for easy by teams? Yes, some content
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) Beispiel Roadma

Design

Stream

Application Risk

Brofile Do you use centralized and quantified application risk profiles to evaluate business risk?

Yes, at least half of them

Do you regularly review and update the risk profiles for your applications?

Yes, for some applications

Yes, at least half of them

No

Yes, for some applications

Do you Identify and manage architectural design flaws with threat modeling?

No

Do you use a standard methodology, aligned with your application risk levels?

Yes, some of them

Do you regularly review and update the threat modeling methodology for your applications?

Yes, for some applications

Yes, some of them

Do project teams specify security requirements during development?

Yes, for at least half of the applications

No

Yes, for some applications

Do you define, structure, and Include prioritization in the artifacts of the security requirements

No

Yes, for at least half of the applications

No

to the of security

No

Yes, for at least half of the applications

No

(o o e

for security and

No

Do vendors meet the security and quality of service level
defined by the organization?

Yes, at least half of the time

Are vendors allgned with standard security controls and software development tools and

Yes, at least half of the time
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Beispiel Scorecard

Organization: GOhack25

Interview Date: 07.11.2025

Team Lead: Dev Lead

4
5
6 Team/Application: Secure App
T
8
9

Contributors: DevOps Engineer, Application Security Engineer, Developer

10
11 Current Maturity Score Current Maturity Score
12 Maturity
13 Security Practices Score 1 2 3 st Score
14 Governance Strategy & Metrics 1.00 0.25 0.00 Governance 0.71
Strategy & Metr
15 Gk Il Folicy & Compliance 0.50 013 | 0.00 Design 0.33 Fednant
Operational Management Policy & Compliance
16 Governance Education & Guidance 0.63 0.50 0.00 0.13 Implementation 0.17 2.50
b Design Threat Assessment 0.13 013 | 0.00 | 0.00 Verification 0.38 EnMEcnmentManagsment 2.00 Ed(Cations Slidance
18 Design Security Requirements 0.25 0.25 0.00 0.00 Operations 0.75 1.50
Incident Management 1.00 Threat Assessment
19 Design Secure Architecture 0.63 0.25 0.25 0.13 Overall 0.47
20 [T E ELIE LT Bl Secure Build 0.25 0.13 0.13 0.00
21 (LTSI I Secure Deployment 0.25 0.13 0.13 0.00 Security Testing Security Requirements
22 (LT EL ELI 1T Bl Defect Management 0.00 0.00 0.00 0.00
23 Verification Architecture Assessment 0.25 0.25 0.00 0.00 Requirements Testing Secure Architecture
24 Verification Requirements Testing 0.25 0.13 0.13 0.00
25 IR LIl sccurity Testing 0.63 038 | 013 | 013 Archltect (e fesessrnent Seclie Bl
Defect Ma it S Depl nt
2 Operations Incident Management 0.38 0.38 0.00 0.00 © o b
27 Operations Environment Management 1.13 0.63 0.38 0.13
SAMM Current Score
28 Operations Operational Management 0.75 0.25 0.25 0.25
2q
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D Abgrenzung zu anderen Assessment-Tools

e Nicht ein Assessment im Sinne von “Pass” / “Fail”

e Der zu erreichende Maturitatsgrad muss individuell pro Scope
festgehalten werden

o Es ist nicht realistisch, in allen “Business Functions” den hochstmaoglichen
Wert erreichen zu wollen

e \orsicht beim Vergleich mit anderen Unternehmen
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Ablauf eines
SAMM Assessments
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) Allgemeiner Ablauf

e Definieren des Scopes

o Ganzes Unternehmen, einzelne Abteilung, bestimmte Arten von
Anwendungen (beispielsweise Mobile-Apps)

o Wichtig, dass der Scope klar definiert ist

e Planen des Assessments

o Auswahlen der involvierten Stakeholder (nicht auf Entwickler, Architekten

limitieren, auch Requirements Engineering, DevOps, Betrieb, Compliance,
etc. einbeziehen)

o Planen von Interviews, um die einzelnen Kontrollen zu besprechen
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) Allgemeiner Ablauf

e Analysieren vorhandener Dokumentationen und Vorausfullen des
Assessment-Fragebogens

e Durchfuhren der Interviews
o Besprechen der einzelnen Kontrollen

o Finalisieren des vorausgefullten Fragebogens
e Definieren eines Vorschlags fur eine sinnvolle Roadmap
e Besprechen der Roadmap mit den verantwortlichen Stakeholdern

e Regelmassige Uberpriifung des aktuellen Stands der Umsetzung
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Erkenntnisse aus
diversen Assessments
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D Erkenntnisse
¢ Richtige Wahl des Umfangs ist entscheidend

e Kilare Definition des Prafumfangs

e Moglichst breite Auswahl an Stakeholdern involvieren, da ein Ziel auch
die Etablierung einer Sicherheitskultur sein soll

e Augenmass bei der Bewertung bewahren

e Bei den Kontrollen handelt es sich um zusatzliche Tatigkeiten
o Werden nicht einfach so nebenbei erfullt bei guter Softwareentwicklung

o Konkret auf den Security-Bereich fokussiert
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D Erkenntnisse

e Auf sinnvolle und realistische Roadmap achten
o Alignment mit der Unternehmensstrategie
o Den einzelnen Phasen gentgend Zeit lassen
o Fokussieren auf Quick-Wins in einer ersten Phase

o Elemente aus unterschiedlichen Bereichen in eine Phase aufnehmen, um
an mehreren Teilbereiche gleichzeitig arbeiten zu konnen

o Gefahr von “overachievement”
e Vorsicht beim Vergleich mit anderen Unternehmen / Abteilungen

e Begleitete Durchfuhrung ist sinnvoll
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