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KQLBench?
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• Our Idea

• How we built it

• Promising Results and Issues

• How the Future can look like



About us
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Flurin Laim

Student @ HSLU

Cyber Defense Analyst @ Swisscom

Joel Müller

Student @ HSLU

Cyber Defense Engineer @ Migros



How well can LLMs 
detect malicious activity?



What is KQL?
(Kusto Query Language)
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• Developed by Microsoft
• Mostly used for timebased Databases



Why?
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• LLMs are non-determinstic
• Attackers have started using AI
• Curiosity



Current Research
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Our Idea
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Our Idea
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Setup
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Setup
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Setup
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Setup

Context: Brief scenario explaining what happened on the host and why it matters

Objective: What the LLM should detect or prove from the data

Technical details:

• command_analysis: How the attacker executed the action at the command level

• detection_approach: How to find this activity in logs or telemetry

Prompt: The exact question text presented to the LLM

Answer: The expected short answer that identifies the key utility or artefact

Validation query: The query used to retrieve the events for validation

Validaton Results: Output of the validation query
15



Three-Step Human Validation
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1 2 3

Spot Check Unsolved Review Cross-Validation

236 Questions 188 Questions



Results
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Results
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Issues
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T1070.003 - Indicator Removal on Host: Clear Command History 

- Atomic Test #1 - Clear Bash history (rm)

 - Atomic Test #2 - Clear Bash history (echo)

 - Atomic Test #3 - Clear Bash history (cat dev/null)

 - …



Issues
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T1070.003 - Indicator Removal on Host: Clear Command History 

- Atomic Test #1 - Clear Bash history (rm)

 - Atomic Test #2 - Clear Bash history (echo)

 - Atomic Test #3 - Clear Bash history (cat dev/null)

 - …



Issues
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Atomic Test #3 - Clear Bash history (cat dev/null)

Attack Commands: 
cat /dev/null > #{history_path}



Issues

22

Atomic Test #2 - Clear Bash history (echo)

Attack Commands: 
echo "" > #{history_path}



"On a Linux system, you suspect 
someone erased their command 
history. Investigate process events 
and determine which utility was 
executed to achieve this."

Answer: ln -sf /dev/null #{history_path}



Issues
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"On a Linux system, you suspect 
someone erased their command 
history by linking the history file to 
/dev/null. Investigate process events 
and determine which utility was 
executed to achieve this."

Answer: ln -sf /dev/null #{history_path}



Future
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• Agent Framework
• Internal adoption
• Better and cheaper Models
• More Research



Questions
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kqlbench.com
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