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Executive Summary

The Cyber Resilience Act (CRA) is a far-reaching regulatory initiative in the field of cybersecurity. It
defines binding requirements for the security of products with digital elements throughout their entire
lifecycle.

The CRA is also relevant for Swiss companies. Not only through direct access to the EU market, but
also through dependencies in supply chains and increasing requirements from customers and
partners.

The CRA represents a fundamental shift in how security is organised: away from one-off security
assessments and towards a continuous, traceable approach to vulnerability management.

Companies must be able to demonstrate that they:
» systematically identify security risks
e continuously identify vulnerabilities
o prioritise and implement appropriate measures
o document their processes

Are you affected?

Distribution of
products with digital
elements in the EU

If you develop, integrate or operate software, connected
systems or other digital elements in such products, the CRA is
relevant to you.

:] Part of a supply chain
with EU relevance

:) Development,
integration or

operation of digital
elements in such

What is the CRA? products

The Cyber Resilience Act (CRA) is an EU regulation that sets binding cybersecurity requirements for
products with digital elements. It covers planning, design, development and maintenance, and
requires vulnerabilities to be handled throughout the entire product lifecycle.

Its aim is to systematically improve cybersecurity and create harmonised minimum standards.
“Products with digital elements” include, among others, software, web applications, APIs and
connected systems. The CRA applies to manufacturers, providers and, in some cases, operators of
these products. In practice, this means it affects a large part of modern IT landscapes.

Why was the CRA introduced?

The CRA responds to a long-standing problem: many digital products still have insufficient
cybersecurity, security updates are often provided too late, and secure products are not always easy
for companies or consumers to identify.
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What changes in practice?

Cybersecurity is no longer a one-off measure. It becomes an end-to-end process across the
entire product lifecycle.
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Continuity vs Responsibility Focus on

point-in-time view across the lifecycle vulnerabilities

What does this mean for companies?
» Security is a continuous process
» Vulnerabilities are systematically identified and prioritised
« Clear processes and documentation create transparency
« Companies are able to provide evidence at any time

Typical challenges in practice
» Lack of transparency: No complete overview of externally exposed systems
» Unclear prioritisation: Vulnerabilities are found, but not assessed based on risk
» Fragmented processes: Responsibilities are distributed, but not clearly defined
 Point-in-time vs continuity: Security assessments are carried out periodically, not continuously
« Lack of evidence: Measures are implemented, but not documented consistently

A shift in perspective

Traditional approach CRA perspective

Periodic tests Continuous monitoring
Audit-driven Risk- and vulnerabilitiy-driven
Static Dynamic

Documentation added later Evidence as an integral part

The CRA highlights what many companies are still missing: a structured, continuous approach
to vulnerabilities. This is where structured reporting processes such as VDPs and bug bounty
programs come in.
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Implementing CRA in practice

The requirements of the CRA are not a one-off project. What matters is how companies integrate
these requirements into their processes over the long term.

A structured implementation approach

Establish visibility
@ « Complete overview of the external attack surface

« Continuous identification of assets and vulnerabilities

— « Assessment based on business risk, not only CVSS

\L— Assess and prioritize
» Clear prioritisation: what needs to be fixed first?

Assign ownership and remediate
;9 » Clear allocation of responsibilities
« Steering and prioritisation
« Clear targets, e.g. SLAs

Evidence and governance
« Documentation of all findings and measures
« Reporting for management and audit purposes

Clarify responsibilities

« CISO / Security: Governance, ,prioritisation and reporting
» Development: Remediation of vulnerabilities and secure implementation
« Management: Decisions, resources and risk acceptance

CRA requirement: handling vulnerabilities

The CRA requires structured processes for reporting and handling vulnerabilities (Coordinated
Vulnerability Disclosure).

A Vulnerability Disclosure Policy (VDP) provides the necessary foundation for systematically
receiving and processing incoming reports.

Bug bounty programs go one step further: they enable continuous external testing by security
researchers and help identify vulnerabilities at an early stage, before they are actively exploited.
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CRA-readiness at a glance

[:] Have we identified all affected products and digital components?

D Is there a clear process for reporting, assessing and remediating vulnerabilities?

[j Are responsibilities clearly defined across development, operations and management?
[:] Can we document security measures and decisions in a traceable way?

D Are updates, communication and reporting obligations organisationally prepared?

Putting it in context

The CRA is part of a broader European cybersecurity strategy and complements existing
requirements such as NIS2. For companies, this means that security becomes a permanent
responsibility across the entire product lifecycle, with clear requirements for responsibility,
processes and evidence.

Swiss companies are also affected, especially if they distribute digital products in the EU
or are part of relevant supply chains.

The CRA timeline

¢ CRA entered into force: December 10, 2024

» First operational obligations apply: 11 September 2026
Reporting obligations for actively exploited vulnerabilities and severe security incidents;
certain notifications are subject to deadlines of up to 24 hours

* Main obligations become applicable: 11 December 2027
Secure development, vulnerability management, documentation

What matters now

e Create transparency early and comprehensively
e Build structured vulnerability management
e Establish continuity and evidence as a strategic advantage before 2027

VDP and Bug Bounty for CRA implementation
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« Structured reporting, assessment and tracking of vulnerabilities
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« Continuous external visibility into real security weaknesses
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» Support for transparency and evidence
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