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Do you recognize this story?

Project Title: Operation Item Disposal

Objective: Secure transport and irreversible
destruction of the item, an artifact of extreme
geopolitical impact, to a secluded destination.

Project Sponsor: Council of Elrond
Project Lead: Frodo Baggins

Duration: Approx. 13 months (Third Age 3018—
3019)
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Humans are feeling creatures who
think, not thinking creatures who feel.



Communication is key in cybersecurity Cyr@

His job includes:

« Communicating risks

« Convincing people to act

« Explaining technical concepts

 Ensuring people understand
their role and responsibility

Chris Cochran
Cybersecurity Advisor




How to communicate effectively? Cyreﬂy

Storytelling is akin to genetic code
passing down from generation to
generation — it's how we pass
down knowledge to:

» teach

* entertain

e provide context

« explain our origins

- caution against danger

Jennifer Langdon
Cyber Engineer and prior teacher
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The human brain loves stories Cyr@

Facts Stories




Storytelling in cybersecurity Cyr@

Situation: Dealing with the Movelt
vulnerability (2023) was stressful
but ultimately was solved without
much downtime & costs.

Fear: They might not be so lucky
with the next vulnerability.

Need: Vulnerability Manager
Next step: Get budget from COO

Chris Cochran
Cybersecurity Advisor
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1. Planning your story Cyreny

What is your Who is your What is the What is the

GOAL? TARGET GROUP? CHANNEL? MESSAGE?
What feeling should be Who should be reached? How can the target group What do you want the
triggered in the target be reached? target person to
group? understand?

v @

2] ¥

COO who cares about
Inspired to allocate (cost-)efficiency,
funding. processes and
business.

Hiring a vulnerability
manager reduces
downtime.

Budget meeting to

convince COO.
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2. Profiling the Target group @

cyren”

Behavior Change (COM-B)

Behavioral determinants

Capability

Psychological Physical

Gy Behavior manager reduces

‘ downtime.

t

Hiring a vulnerability

Opportunity

Social Physical

Michie, S., Van Stralen, M. M., & West, R. (2011). The behaviour change wheel: a new method for characterising and designing behaviour change interventions. Implementation science, 6(1), 1-12. Seite 10



Capability of COO

Financial literacy in risk: Can the COO
connect “technical risk” to “business risk”
(e.g., downtime, insurance costs,
compliance penalties)?

Up-to-date? Does the COO have the
latest information?
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Opportunity of COO

Budget cycles & competing priorities:
Is the budget tight or locked in? — If so,
even good arguments may fail without
timing alignment.

Organizational structures: Is
cybersecurity seen as a cost center or a
business enabler?

Peer influence: Do other executives (e.g.,
CFO, CIO) support the idea? A unified
voice increases the COQO’s comfort to act.

External pressures: Regulatory
expectations (e.g., DORA, ISO 27001,
FINMA) can create a favorable
environment.

Knieps, Ebert, Rennhard
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Motivation of COO

Emotional drivers: Is the COO inherently
motivated? — fear of incidents, desire for
operational excellence, reputation, “sleep
well at night” factor.

Cognitive justification: Can the COO be
swayed by reason? — “this makes
strategic sense,” “ROl is clear,” “I'll be
seen as proactive and responsible.”
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Storytelling in cybersecurity Cyr@

V Planning the story

V Profiling the target group

Telling the story

Chris Cochran
Cybersecurity Advisor
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Storytelling in marketing

Protagonist
Dilemma
Mentor

Elixir




Protagonist g

Which protagonist evokes
sympathy in the target
audience?

Can the protagonist also
be a representative of
the target audience?




Dilemma £

What bothers the
protagonist?

What is preventing them

from moving forward in
life”?

P

i .-.\.\\‘Qt
g4j vulnerability
caused substantial downtime

Page 17



R,

Mentor /"

Which brand, service,
product, knowledge or
resource solves the
protagonist’s problem?

Can the mentor be
personified?

CISO of company X



Elixir T

What is the protagonist
striving for and
improves their life?

Which “elixir” has high
relevance for their life?




A handy template Cyr@

STORYTELLING-CANVAS

Goal Feeling inspired
Message Hiring a vulnerability manager reduces downtime
PROTAGOMIST L3 DILEMMA. MENTOR 1 eLpaer gl

Channel Budget meeting

Target Group COO

B bransdtellingch | Brarsdtelling — Stoeytelling, da= MHearken ursad Menschen verbindet



Conclusion Cyreny

Profile your target group Plan & tell a story

Capability
Psychological Physical

Behavior

N V4

|
t
Opportunity
Social Physical

« Message: People are feeling creatures who think.
 Elixir: Storytelling helps to get your message across.
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Mehr zu CYRENZ cyreny

Storytelling CANVAS

https://mattenberger.com/blog/2018/12/07/storyte

m https://www.linkedin.com/company/cyrenzh/ ling-canvas/
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